IHOJIO’KEHHUE

onpeneJsironee MOJUTHKY 00padoTKH 1
3alIMThI IEPCOHATBbHBIX JAHHBIX B

HH(OPMALIMOHHON cUCTeMe MepOoNPUSITHS

«MexknyHapoaubliii ¢opymM HHHOBALM
BPUKC. Ob6aaunblii ropoa».

1 OBIIUE TTOJIO)KEHUA

1.1.Hacrosiee ITonoxenue onpenenser
MOJIUTUKY 00paOOTKH U 3aIIUThI
MEePCOHANBHBIX JAHHBIX MPU MPOBEICHUN
MeponpusaTis «MexxayHapoJHblid hopym
naHoBanmii BPUKC. O6naunsrit ropoay
(manee — IomoskeHue), onpeaenser
TIPUHIIUTIBI, TIEJTH, YCITIOBUS, CPOKHU U
croco6bl 00pabOTKU MEPCOHANBHBIX
naHHbIX (Hanee — [1/1H), nepeueHp
kateropuit cyorektoB I1/[H, mepedenp
JNEUCTBUM, ocyiecTBiIsieMbiX ¢ [1/1H
CcyOBeKTOB, mpaBa cyobekToB [1/1H,
MEPOTIPHUATHS 110 KOHTPOJIIO 32
coOmoneHneM TpeOoBaHUI
3axkoHomarenbcTBa PO B oTHOIIEHNHT
o6pabotku I1/1H, a Tarxke Mephl IO
zamute [1]1H.

1.2.Hacrosmiee Ilonoxenune pazpaboTaHo ¢
y4eToOM TpeOOBaHUIl CIEAYIOIIHNX
3aKOHOJATEIbHBIX U HOPMATUBHBIX
MpaBOBBIX akTOB Poccuiickoii
®denepaninu, a TAaKXKe JOKATbHBIX
HOPMAaTHBHBIX aKTOB B 00JIaCTH
MePCOHATBHBIX TAHHBIX:

— Konctutyuun Poccuiickoit
®eneparuu;

— ®epnepanpHoro 3akoHa ot 27.07.2006
Ne 152-®3 «O nepcoHanpHBIX
TAHHBIX);

— ®epnepanbHoro 3akoHa ot 27.07.2006
Ne 149-03 «O06 undopmanuu,
MH(POPMALIMOHHBIX TEXHOJOTHUSIX U O
3anIuTe HHPOPMALIUN;

REGULATIONS

Determining the Policy for Processing and
Protecting Personal Data in the
Information System for the «BRICS
International Innovation Forum. Cloud
City» Event.

1 GENERAL PROVISIONS

1.1.These Regulations determine the policy
for processing and protection of personal
data during the «BRICS International
Innovation Forum. Cloud City» event
(hereinafter referred to as the
Regulations), determine the principles,
goals, conditions, terms and methods for
processing personal data (hereinafter
referred to as PD), a list of categories of
PD subjects, a list of actions performed
with PD subjects, the rights of PD
subjects, measures to control compliance
with the requirements of the Russian laws
regarding the processing of PD, as well as
measures to protect PD.

1.2.These Regulations have been developed
taking into account the requirements of
the following legislative and regulatory
legal acts of the Russian Federation, as
well as local regulations in the field of
personal data:

—the Constitution of the Russian
Federation;

—Federal Law No. 152-FZ dated July 27,
2006 "On Personal Data";

—Federal Law No. 149-FZ dated July
27,2006 "On Information,
Information Technologies and
Information Protection";



— VYka3za [Ipe3unenrta Pocculickoi
®enepaunu ot 06.03.1997 Ne 188
«O06 yrBepxxaenuu [lepeuns
CBENIEHUI KOH(PHUICHIINATBHOTO

XapakTepar;

— Ilocranosnenus [IpaButenscTBa
Poccniickont ®enepanuu ot
01.11.2012 Ne 1119 «O06

YTBEPKICHUM TPEOOBAaHUH K 3alUTE

NEPCOHAJIBHBIX JAHHBIX IIPU UX
00paboTKke B MHPOPMALIMOHHBIX
CUCTCMaxX MEPCOHAIBbHBIX JaAHHBIX);

— Ilocranosnenue [IpaBurenscrtBa PO

ot 15.09.2008 Ne 687 «O6
yrBepxkaeHnu [lonoxenus o0
0COOEHHOCTAX 00paboTKU
MEePCOHAIFHBIX JAHHBIX,

OCYIIECTBIIIEMOM 0€3 UCII0JIb30BAHUS

CpCACTB aBTOMAaTU3al[uN»,

— IIpukaza ®CTIK Poccum ot

18.02.2013 Ne 21 «OG0 yTBepKI€HUA

COCTaBa U COACPIKaAaHUA
OpraHu3allMOHHBIX U TCXHUYCCKUX

Mep 10 00eCIeYeHHI0 O€30TTaCHOCTH

MEPCOHAIBHBIX JAHHBIX TIPU MX
00paboTke B MHGOPMAIITMOHHBIX
crcTeMax TIePCOHAIBHBIX JaHHBIXY.

1.3.0TBETCTBEHHOCTH 3a COOIIOIEHNE

TpeOOBaHUH 3aKOHOIATEIHCTBA
Poccuiickont @enepann 1 JOKATbHBIX
HOpPMAaTHUBHBIX akTOB POH/1a B 00JI1aCTH
[1/In Hecet I'eHepanbHBIN TUPEKTOP
OO0111eCTBO C OrPaHMYCHHOM
oTBeTCcTBEeHHOCTRIO «Kmoksa» HH

7718664219 (nanee — Opranuzarop).

1.4 . Hacrosuee [TomoxxeHue aBiageTcs

00s13aTENBHBIM ISl HCTIOTHEHHS
TOJDKHOCTHBIMH JIMIIaMH TIPU PEILICHUN
3aja4 obecrieueHust 00paboTKH U
oe3omnacHoctu I1/1H.

—Decree No. 188 of the President of the
Russian Federation dated March 6,
1997 "On Approval of the List of

Confidential Information";

—Decree No. 1119 of the Russian
Government dated November 1, 2012
"On Approval of Requirements for the
Protection of Personal Data During
Their Processing in Personal Data
Information Systems";

—Decree No. 687 of the Russian
Government dated September 15,
2008 "On Approval of the
Regulations on the Specifics of
Processing Personal Data Carried Out
Without the Use of Automation
Tools";

—Order No. 21 of the Federal Service for
Technical and Export Control of
Russia dated February 18, 2013 "On
Approval of the Composition and
Content of Organizational and
Technical Measures to Ensure the
Security of Personal Data During
Their Processing in Personal Data
Information Systems".

1.3.Liability for compliance with the
requirements of the Russian legislation
and local regulations of the Fund in the
PD field shall be borne by the General
Director of Klyukva, Limited Liability
Company, Taxpayer Identification
Number (INN) 7718664219 (hereinafter
referred to as the Organizer).

1.4.These Regulations shall be mandatory for
fulfillment by officials when solving the
problems of ensuring the PD processing
and security.



2 OCHOBHBIE TEPMHUHBI 1
OIIPEAEJIEHUA

2 KEY TERMS AND DEFINITIONS

2.1. B macrosmem [lomoxennu
HCIIOJIB3YFOTCSI CIICYIOIINE TEPMHUHBI U
OTIpeCTICHUS:

2.1. The following terms and definitions shall
be used in these Regulations:

—uHpOPMAIUS U CBEICHHS —information and data (messages)

(cooO1enus, TaHHbIE) HE3aBUCHMO OT
(hopMBI UX TPECTABICHUSI.

— JOKYMEHTHpOBaHHasi HHPOpMaLus U
3a(UKCHpOBaHHAs HA MaTepUaIbHOM
HOCHTEJIE IIyTEM JOKYMEHTUPOBAHUS
nH(popMalus ¢ peKBU3UTaMU,
MTO3BOJISFOIIMMHU OITPENETUTH TAKyIO
MH(}OPMALIUIO UM €€ MaTepUaIbHbIN
HOCHTEIIb.

MepCoOHaIbHbIE JAHHBIE U JII00ast
nHPOPMAIUS, OTHOCSIIASCS TIPSIMO
WJIH KOCBEHHO K OTIPENICIIEHHOMY WA
omnpenenseMoMy (HU3HIECKOMY JIUIY
(CyOBeKTYy IepCOHAIIbHBIX JTAHHBIX);

KOH(UIEHITNATBFHOCTD MTEPCOHATBHBIX
JAHHEIX U 00s13aTeIbHOE IS
coOmIoAeH s Ha3HAYEHHOTO
OTBETCTBEHHOTO JIMIIA, TTOJTYIUBIIETO
JOCTYII K TIEPCOHAIBHBIM JTAaHHBIM
CyOBEKTOB NIEPCOHAIILHBIX JIAHHBIX,
TpeOOBaHUE HE IOMYCKATh MX
pacrpocTpaHeHus 0e3 corliacus
CyOBEKTa WM MHOTO 3aKOHHOTO
OCHOBAaHMS,

regardless of the form of their
presentation.

—documented information and

information recorded on a tangible
medium by means of registration,
with details that make it possible to
identify such information or its
tangible medium.

—personal data and any information

related directly or indirectly to a
specific or identifiable individual
(subject of personal data);

—confidentiality of personal data and the

mandatory requirement for the
appointed responsible person who has
gained access to the personal data of
personal data subjects to prevent their
distribution without the consent of the
subject or other legal grounds;



— omeparop, roCyaapCTBEHHBIN OpraH,

MYHHUIIUIIAJIbHBIA OpraH,
IOpUANYECKOE WK (PU3HUYECKOE JTUTIO,
CaMOCTOSITEIIBHO HJIH COBMECTHO C
JPYTUMU JIAIIAMHA OPTaHU3YIOIINE U
(wnH) ocyiecTBISIOMKIE 00paboTKy
MIEPCOHATBHBIX JIAHHBIX, a TAKIKE
OTpeeNsIoNIre eI 00padoTKu
MEPCOHAIBHBIX JIAHHBIX, COCTAB
MIePCOHATBHBIX JIAHHBIX, TOJICKAIUX
o0paboTke, neiicTBus (omepalun),
COBepIIIaeMbIe C IIEPCOHATHLHBIMU
JTAHHBIMU;

00paboTKa MepCcoHaTbHBIX JaHHBIX
WK Jroboe NeficTBUe (omepanus) Uiu
COBOKYIHOCTb JICHCTBUI (omepanuii),
COBEPIIIAEMBIX C HCIIOIE30BAHUEM
CpE/ICTB aBTOMAaTH3aIMH WIN 0e3
WCTIOJIh30BaHUS TAKUX CPEJICTB C
MEPCOHATFHBIMU JTAHHBIMH, BKITIOUAs
cOop, 3anKch, CUCTEMATU3ALHIO,

HaKOIUICHUE, XpPaHCHUE, YTOUHCHHE
(oOHOBNIEHUE, N3MEHEHHE),
W3BIICUCHHE, HCIIOB30BaHNE,
nepenady (pacrnpocTpaHeHue,
MPEA0CTaBICHUE, IOCTYI),
OJIOKHpOBaHUE, yIaICHUE,
YHUYTOXKEHHE MTEPCOHATBHBIX
JTAHHBIX;

aBTOMAaTHU3UPOBaHHAsI 00pabOTKa
MEPCOHAIIBHBIX JJAHHBIX U 00paboTKa
MEPCOHAIBHBIX JJAHHBIX C TOMOIIBIO
CPEJICTB BBIYUCIUTEILHOU TEXHUKH;

PacIpoCTpaHCHUC IICPCOHAJIbHBIX

—operator, state body, municipal body,

legal entity or individual,
independently or jointly with other
persons arranging and (or) carrying
out the processing of personal data, as
well as determining the purposes of
processing personal data, the
composition of personal data to be
processed, actions (operations)
committed with personal data;

—processing of personal data or any

action (operation) or set of actions
(operations) performed with or
without the use of automation tools
with personal data, including
collection, recording, arrangement,
accumulation, storage, clarification
(updating, changing), retrieval, use,

transfer (distribution, provision,
access), blocking, deletion,
destruction of personal data;

—automated processing of personal data

and processing of personal data using
computer technology;

—dissemination of personal data and

JAHHBIX U JIEHCTBUS, HamlpaBlieHHbIe actions aimed at disclosing personal
Ha pacKpbITHE NepCOHANbHBIX AaHHbIX data to the general public;

HEONPEACIEHHOMY KpPYTY JIUIL;
IIPEIOCTABICHUE NTEPCOHAIBHBIX

—provision of personal data and actions

TAHHBIX U JeHcTBUS, HampaBieHHble aimed at disclosing personal data to a
Ha PacKpbITHE MEPCOHATBHBIX JaHHBIX certain person or a certain group of

OTIPEACIEHHOMY JIUILY WIH
OTIPEAEIEHHOMY KpYTY JIMII;

persons;



— ONoKHpOBaHMUE MEPCOHATBHBIX —blocking of personal data and

JAHHBIX U BPEMEHHOE MPEKPAICHIE temporary suspension of personal data
00pabOTKN EPCOHANBHBIX JTAHHBIX processing (except when processing is
(32 UCKJTFOUEHUEM CITy4aeB, €CIH necessary to clarify personal data);

00paboTka HE0OX0IMa JIJIst
YTOUHEHUS IEPCOHAIBHBIX JAHHbBIX);

— YHUYTOXXEHHE MEPCOHAIbHBIX JaHHBIX
U JIEUCTBUSI, B PE3YIIBTATE KOTOPHIX
CTAHOBUTCSI HEBO3MOKHBIM
BOCCTAHOBUTbH COJIEP)KAHUE
MEepPCOHAIbHBIX TAHHBIX B
MH(OPMAIMOHHOH crcTEME
MEpPCOHAIBHBIX TAHHBIX U (WIH) B
pe3ynbTaTe KOTOPBIX YHUUTOXKAIOTCS
MaTepuagbHble HOCUTEIU
MIEPCOHAIBHBIX TaHHBIX;

—destruction of personal data and actions, as
a result of which it becomes
impossible to restore the content of
personal data in the personal data
information system and (or) as a
result of which personal data tangible
media are destroyed;

— uH(pOpMaIMOHHAS CUCTEMA —personal data information system and
MEePCOHANBHBIX JAHHBIX U the totality of personal data contained
COBOKYITHOCTH COJIEPKAIIUXCS B in databases and information
0a3ax JaHHBIX IEPCOHATBHBIX technologies and technical means that
TAHHBIX U 00€CIIEYNBAIONINX UX ensure their processing;

00paboTKy HH()OPMAITMOHHBIX
TEXHOJIOTHIA U TEXHUIECKUX CPEJICTB;

— TpaHCTpaHUYHAs Mepeaada —cross-border transfer of personal data -
MEePCOHANBHBIX JAHHBIX - TIepeaada transfer of personal data to the
MePCOHANBHBIX JAHHBIX Ha territory of a foreign state to an
TEPPUTOPHUIO HHOCTPAHHOTO authority of a foreign state, a foreign
rocyaapcTBa OpraHy BJIacTH individual or a foreign legal entity.

HWHOCTPAHHOTO rOCYAapCTBa,
MHOCTPaHHOMY (U3UYECKOMY JTUIY
WJIM UHOCTPAHHOMY IOPHINYECKOMY
JULTY.
3 OBPABOTKA NIEPCOHAJIBHBIX 3 PROCESSING OF PERSONAL DATA
JAHHBIX

3.1.IIpuauunst oOpaboTku nepconanbHelx  3.1.Principles of personal data processing
JTaHHBIX

3.1.1.06pab6otka I1/11 ocymectBusercs Ha  3.1.1.The PD processing shall be carried out

3aKOHHOW U CIIPaBEINBON OCHOBE. on a legal and fair basis.
3.1.2.06pab6oTtka [1/11 orpannunBaercs 3.1.2.The PD processing shall be limited to
JOCTH)KEHUEM KOHKPETHBIX, 3apaHee the achievement of specific, predetermined

OTIPEJICTICHHBIX U 3aKOHHBIX LEJEH. and legitimate purposes.



3.1.3.He nonyckaercs oObeauHeHue 6a3
JTaHHbIX, conepxkamux [11H, oO6paboTka
KOTOPBIX OCYHICCTBIIACTCA B LICIIAX,
HECOBMECTUMBIX MEXKy COOOM.

3.1.4.06paboTke noyrexar toibko [1/1H,
KOTOPbIE OTBEYAIOT LIEJIIM UX 00pabOTKH.

3.1.5.Conepxannie u 00beM
obpabarbiBaeMbIx [1J[H COOTBETCTBYIOT
3asIBIIEHHBIM LIETISIM 00pabOTKH.
Oo6pabatsiBaembie [1/IH He ABIAIOTCS
M30BITOYHBIMH 10 OTHOIIIEHHIO K
3asIBIIGHHBIM LIEJISIM UX 00pabOTKU.

3.1.3.1t is not allowed to combine databases
containing PD being processed for purposes
that are incompatible with each other.

3.1.4.0nly PD that meet the purposes of their
processing shall be subject to processing.

3.1.5.The content and scope of the processed
PD shall correspond to the stated purposes of
processing. The PD being processed shall not
be redundant in relation to the stated purposes
of their processing.

3.1.6.I1pu 06paboTke nepcoHabHBIX AaHHBIX 3.1.6.When processing personal data, the

o0ecrieqnBaeTcsl TOUHOCTh TIEPCOHAITBHBIX
JaHHBbIX, UX 10CTAaTOYHOCTb, 4 B
HeO6XO)II/IMI)IX ClIydasaX U aKTyaJIbHOCTB 110
OTHOILIEHUIO K LIETSIM 00paboTKH
MIEPCOHATBHBIX JaHHBIX. Opranu3arop
MPUHAMAET HEOOXOIUMbIE MEPHI JTH0O
o0ecrieunBaeT X MPUHATHE IO YIAICHUIO
WJIH YTOYHEHUIO HETIOJHBIX HITH HETOYHBIX
TTAHHBIX.

3.1.7.XpaHeHue nepcoHagbHbIX JaHHBIX
ocyliecTBisieTcs B (popme, MO3BOJISIONICH

accuracy of personal data, their sufficiency,
and, if necessary, relevance in relation to the
purposes of processing personal data, shall be
ensured.The Organizer shall take or cause the
necessary measures to remove or clarify
incomplete or inaccurate data.

3.1.7.Personal data shall be stored in a form
that allows determining the subject of

OTIPENICTNTh CYOBEKT MEePCOHANBHBIX JaHHBIX, personal data, for no longer than required by

HE J0JIbIIIEe, YeM ATOTO TPEOYIOT LEeH
00paboTKH NepCOHANIBHBIX JAHHBIX, €CIH
CPOK XpaHEHUs IEPCOHANIbHBIX JaHHBIX HE
yCTaHOBJIEH (efepaabHbIM 3aKOHOM WJIH
JIOTOBOPOM, CTOPOHOM KOTOPOTO,
BBITOJIOTIPUOOpETATENIEM WU TIOPYUUTEIEM,
10 KOTOPOMY, SIBJISIETCS CYOBEKT
MePCOHATBHBIX TAHHBIX.

3.1.8.00pabarpiBaeMble IEPCOHAIbHbIE
JAHHBIE YHUYTOXKAIOTCS M0 JIOCTUKEHUHU
eseit 00paboTKH WITH B CiIydae yTpaThl

HCO6XO,[[I/IMOCTI/I B JOCTHIXXCHHHU 3TUX ueneﬁ,

the purposes of processing personal data,
unless the period of personal data storage is
established by federal law or an agreement
under which the subject of personal data is
the party, beneficiary or guarantor.

3.1.8.Personal data being processed shall be
destroyed upon achievement of the
processing purposes or in case of loss of the
need to achieve these purposes, unless

€CJIM UHOE He MpenycMoTpeHo (deaepaibHbM otherwise provided by federal law.

3aKOHOM.



3.1.9.I111 He packpeiBarorcs TpethuM JmnaM 3.1.9.PD shall not be disclosed to third

U HE pacHpoCTPaHSIOTCS 0e3 coracust
cyobekra [1/1H, eciu nHOE HE
peycMOTpeHO (eepaibHBIMU 3aKOHAMH.

3.2.11es1n 00padoTKM NEPCOHATBHBIX
AAHHBIX

O6pabotka I1/]n npu npoBeneHnn
MeponpusaTis «MexayHapoaHsiid Gopym
naHoBanuii BPUKC. O6naunsbrit ropoay»
OCYIIECTBIISETCS B LIEIAX:

— obecnieueHus COOMIONCHUS
3aKOHO/ATEIBHBIX U HOPMATUBHBIX
MIPaBOBBIX aKTOB Poccuiickoi
denepanuu;

— 3aIIUTHI )KU3HH, 3I0POBbS WJIA UHBIX
YKU3HEHHO BaXKHBIX HHTEPECOB
CyOBEKTOB MIEPCOHATBHBIX JTAHHBIX;

— TIOATOTOBKH, 3aKIIOYEHHS,
HUCIIOJTHCHHSN
MPEKPAIEHUSAIOTOBOPOB C
KOHTpareHTaMmHu;

— IIOATOTOBKA, MOJIYYCHHUC W aKTHBalWA

AKKpEIMTAIIMOHHOTO OCH KA,

— IIOJIYYCHHUA BU30BOT'O COIMPOBOXKIACHUSA

I BbE3[a B CTPaHYy,

— obecrieueHus MPOIYyCKHOTO U
BHYTPHUOOBEKTOBOTO PEKUMOB Ha:

— 00beKTax MPOBEIEHUS MEPOIIPUATHUS
«MexnyHapoaHbIi popym
nunosaruii BPUKC. O0naunbrit
ropoay;

— MEpOINpPHUATHUSIX ACTOBOU U
KYJIBTYPHOH IIPOIPaMMBI
MeponpusaTus «MexXayHapOIHbIN
¢opym nnnoBauuit BPUKC.
O06nauHsblif ropo1», NpUeMax,
BBICTaBKax JIEJIOBBIX BCTPEUax;

parties and shall not be distributed without
the consent of the PD subject, unless
otherwise provided by federal laws.

3.2.Purposes of personal data processing

PD processing when holding the «BRICS
International Innovation Forum. Cloud City»
event shall be carried out in order to:

—ensure compliance with the laws and
regulations of the Russian Federation;

—protect life, health or other vital
interests of personal data subjects;

— prepare, conclude, fulfill and
terminate contracts with
counterparties;

—prepare, receive and activate an
accreditation badge;

—obtain visa support to enter the country;

—ensure access mode and internal
security policy for:

—venues for the «BRICS International
Innovation Forum. Cloud City» event;

—events of the business and cultural
program of the «BRICS International
Innovation Forum. Cloud City» event,
receptions, exhibitions, business
meetings;



— MHQOPMHUPOBAHUS MOTCHIIHATBHBIX —inform potential participants of the

YYaCTHUKOB MEPOIIPUATHUS «BRICS International Innovation
«MexayHapoHsiid popym Forum. Cloud City» event on the
naHoBarmit BPUKC. O6na4nsbrii dates and venue of its holding;
rOpo/» O CPOKaX M MECTE €ro

MIPOBE/ICHUS;

— pe3epBUPOBAHHS MECT IS —reserve seat for regular participants
MIOCTOSIHHBIX YYaCTHUKOB ofthe «BRICS International
MeponpusTH «MeXTyHapO HBIH Innovation Forum. Cloud City» event.
¢opym nunoBaruit BPUKC.

OO6na4HbIN TOPOIY.

3.3. [lepeuens cyobekToB nepcoHaabHbIX 3.3. List of personal data subjects
JAAHHBIX

B xone npoBeneHuss MeponpusTHUs During the «BRICS International Innovation
«MexyHapoaHbIid GopyM WHHOBAIIHA Forum. Cloud City» event the following
BPUKC. O6naunsrit ropoa» ocymectpisercs categories of PD subjects shall be processed:
00paboTKa cleayronmx KaTeropuii CyobeKkToB

[1/1n:

— cotpynuuku Opranuszaropa; —employees of the Organizer;

— COTPYIHUKH KOHTPareHTOB; —employees of counterparties;

— TPEeACTaBUTEIN CPEJICTB MacCOBOM —representatives of the media;
nndopmaruu (CMUN);

— YYaCTHUKHU (ITOCETUTEIIH) —participants (visitors) of the «BRICS
MeponpusaTus «MexyHapoIHbIH International Innovation Forum. Cloud City»
dhopym unnosanuii BPUKC. event.

OO0na4HbIN TOPOIY.
3.4. Ilepeuenb 06padaTbIBaeMbIX 3.4.List of personal data being processed

NEePCOHAJTBbHBIX JAHHBIX

[lepeuenn oOpadarbiBaembix [1/{H The list of PD being processed shall be
OIPENENSETCS B COOTBETCTBUU C YUETOM determined in accordance with the purposes
ueneit 06padotku [1/1H, ykazaHHBIX B of PD processing specified in these
HacrosimeM [lonoxxennu, u Bkitouaet B cedst Regulations, and shall include the following
ClIeIyIOIlMe IaHHbIE: data:

— (haMumusl, UM, OTYECTBO; —surname, name, patronymic;

— II0X; —gender;

— TOJ, MECHL, JaTa U MECTO POXKIACHHUS; —year, month, date and place of birth;



3.5.

CBHUJICTEIILCTBO O IPaXKIAaHCTBE (TIPU
HEOOXOTMMOCTH);

PEKBU3UTHI JOKYMEHTA,
YA0CTOBEPSIIOIIETO JIUYHOCTD (CEepHus,
HOMEp, KEM U KOT/la BblJIaH
JIOKYMEHT);

ANIEKTPOHHASI KOMHSI IOKyMEHTA,
YA0CTOBEPSIIOIIETO JIUYHOCTD (CepHus,
HOMeEp, KEM U KOT/la BbJIaH
JIOKYMEHT);

azapec paKTUYECKOro MecTa
MIPOXKUBAHUS M PETUCTPALNH T10
MECTY KHUTEJIbCTBA U (UJIN) [0 MECTY
peObIBaHMS;

HOMepa TeneoHoB (HoMarTHu 1
MOOUJIbHBIH);

¢dotorpadusi;

CBE/IEHUS O MeCTe paboThl/yueobl;

— aJpec IEKTPOHHOU MOYTHI;

Cpoxu 00padoTKH NEePCOHATBHBIX

JAHHbIX

O6padoTka I1/IH ocymiecTBaseTcs 10
JIOCTHYKEHUS T10CTABIICHHBIX TeJICH
00pabOTKU NEPCOHATBHBIX TaHHBIX, €CIIN
CPOK 00pabOTKH IMEePCOHAIBHBIX TAHHBIX HE
yCTaHOBJIEH (pefepabHbIM 3aKOHOM WJIH
JIOTOBOPOM, CTOPOHOM KOTOPOTO,
BBITOJIONIPUOOPETATENIEM HITH MTOPYIUTEIIEM,
10 KOTOPOMY, SIBIISIETCSI CYOBEKT
MEPCOHAIILHBIX JJAHHBIX.

3.6.Yci0Bus 00pa0OTKH NMEPCOHAIbHBIX
AAHHBIX

3.6.1.06paboTtka I1/11 ocymecTBisiercs ¢
COOJTIOICHUEM IIPUHIIUIIOB U MTPaBHJI,
MIPEyCMOTPEHHBIX DenepallbHbIM 3aKOHOM
o1 27.07.2006 Ne 152-®3 «O nepcoHaJIbHBIX
naHHbIX» (nanee — O3 «O nepcoHaIbHBIX

—certificate of citizenship (if necessary);

—details of the identity document (series,
number, issuing authority and issue
date);

—electronic copy of the identity
document (series, number, issuing
authority and issue date);

—address of the actual place of residence
and registration at the place of
residence and (or) place of stay;

—phone numbers (home and mobile);

—photograph;

—information about the place of
work/study;

—e-mail;

3.5. Timeline of personal data processing

PD shall be processed until the achievement
of the set goals of personal data processing,
unless the period for processing personal data
is established by federal law or an agreement
under which the subject of personal data is
the party, beneficiary or guarantor.

3.6. Terms and conditions for personal data
processing

3.6.1.PD shall be processed in compliance
with the principles and rules provided for by
Federal Law No. 152-FZ "On Personal Data"
dated July 27, 2006 (hereinafter referred to as
the Federal Law "On Personal Data").



JTAHHBIX) ).

3.6.2.06pabotka I1/11 ocymectsisiercs ¢
cornacus cyobekra [1/ln Ha 06paboTKy ero
[1/H.

3.6.3.0pranuzatop BIpaBe NOPYIUTh
o6paboTky [1/lH mpyromy Jmiy ¢ coriacus
cyowekra [1/1H, ecniu mHOE HE
MPEAYCMOTPEHO (erepalbHbIM 3aKOHOM, Ha
OCHOBaHHH 3aKITFOYAEMOTO C ATUM JIHIIOM
JI0TOBOpa (Hajnee — mopy4yeHue orneparopa).

JIuno, ocymectistoniee oopadbotky [1JIxn mo
MOPYYEHHIO orepaTopa, 00s3aHO coOI0naTh
MIPUHIIUTIBI U 11e 00pabotku [1/1H,
MIPeyCMOTPEeHHBIE HacTosmuM [lonoxernem
n @3 «O nepcoHaIbHBIX TaHHBIX». B
MTOPYYSHUH OIIepaTopa OMPeIeSIOTCS
nepeyeHs aencTBuit (onepauumii) ¢ I1/1H,
KOTOPBIE€ OYTyT COBEPIIATHCS JTUIIOM,
ocymecTBIsomuM oopadotky [1JIH, u nenn
00paboTKH, yCTaHABIUBAETCS 00sS3aHHOCTh
TaKOTO JIHIIA COOIIONATh
koHpuaeHIMaIsHOCTh [1/]H 1 0GecneunBarh
6e3omnacHocTs [1/1H npu ux o6pabdoTke, a
TaK)Ke yKa3bIBaIOTCS TPEOOBAHUS K 3aIIUTE
oOpabatsiBaeMbix [1/IH B coOTBETCTBUU CO
crarbeil 19 @3 «O nepcoHaIbHbIX TAHHBIX).

3.7.Cnoco0b1 00padoTKH NMePCOHAIbHBIX
AAHHBIX

3.7.1.06paboTtka [1/11 ocymecTisercs
yTeM aBTOMaTU3UPOBAHHOU U
HEaBTOMAaTH3UPOBAHHOM (CMEIIaHHOM)
00pabOTKH NEePCOHANTbHBIX TaHHBIX.

3.7.2. TpancrpannuHas nepenaya [1J{n He
OCYIIIECTBIISAETCS.

3.6.2.PD shall be processed with the consent

of the PD subject to the processing of his/her
PD.

3.6.3.The Organizer shall have the right to
entrust the processing of PD to another
person with the consent of the PD subject,
unless otherwise provided for by federal law,
on the basis of an agreement concluded with
this person (hereinafter referred to as the
operator's instruction). A person processing
PD on behalf of the operator shall comply
with the principles and purposes of PD
processing provided for by these Regulations

and the Federal Law "On Personal Data". The
operator’s instruction shall determine a list of
actions (operations) with PD that will be
performed by the person processing the PD
and the purposes of processing, establish the
obligation of such a person to maintain the
PD confidentiality and ensure the PD security
during their processing, and shall also specify
the requirements for protecting the PD being
processed in accordance with Article 19 of
the Federal Law "On Personal Data".

3.7.Methods of personal data processing

3.7.1PD shall be processed through
automated and non-automated (mixed)
processing of personal data.

3.7.2.No cross-border transfer of PD shall be
carried out.

3.8.1lepeyens aeiicTBuii, ocymecrBasembix 3.8.List of actions performed with

C NNEPCOHAJIBbHBIMUA TaHHBIMU Cyﬁ'beKTOB

personal data of subjects



O0paboTKa epCOHATBHBIX JAHHBIX
BKJIFOYAET B ce0s cOOp, 3aIuch,

CUCTCMATHU3allNI0, HAKOIIJICHUEC, XPAHCHHC,

yTouHeHue (0OHOBIIEHUE, U3MEHEHHUE),
W3BIICYCHHE, UCTIOIH30BAHHE, TIEpeaaTy

(mpenocrasneHue, 10CTYIl), OJOKUPOBAHUE,

yaanenue, yauuroxenue [1/1H.

3.9.I1paBa cy0beKTa NepCOHAIBbHBIX
JAAHHBIX

3.9.1.CyonexTs [1/lH nMeroT mpaBo Ha
rorydeHre nHGOpMaIIiK, Kacaroiencs

00paboTKH €ro MepCcoOHaIbHBIX JaHHBIX, B

TOM YHUCJIE COICPIKAILICH:

noATBepKAeHuE hakTa 00padboTKH
NEPCOHAJIBHBIX JAHHBIX OIIEPATOPOM;

IIpaBOBBIC OCHOBAHUSA U LCIIHU
00pabOTKH MEPCOHATILHBIX JAHHBIX;

[EJIA ¥ IPUMEHSIEMBIE OTIEPaTOPOM
crocoObl 00pabOTKH MEPCOHATBHBIX
JTAHHBIX;

HAaUMEHOBAHHE U MECTO HAXOXKIACHUS
oriepaTopa, CBEICHUA O JuIax (3a
UCKJTIOYeHHEM pabOTHUKOB
orepaTopa), KOTOpbIe UMEIOT I0CTYI
K II€PCOHATILHBIM JAHHBIM HIIN
KOTOPBIM MOT'YT OBbITh PaCKPBITHI
NepcoHaIbHbIC JaHHbIE HA OCHOBAHUU
JIOTOBOPA € OTIEpaToOpoM UITU Ha
OCHOBaHUU (heiepalIbHOTO 3aKOHA;

00pabaTbiBaeMbIe MIEPCOHATBHBIC
JaHHbBIE, OTHOCSIIMECS K
COOTBETCTBYIOIIEMY CYOBEKTY
MEPCOHATBHBIX JJAHHBIX, HCTOYHUK UX
MOJTyYEHUSI, €CITH HHOU MOPSAI0K
MPECTABICHUS TAKUX JaHHBIX HE
peaycMOTpeH denepaabHbIM
3aKOHOM;

CpOoKH 00pabOTKU NIEPCOHATBHBIX
JIAHHBIX, B TOM YHCJIE CPOKU MX
XpaHCHUS;

Personal data processing shall include the
collection, recording, arrangement,
accumulation, storage, clarification (updating,

changing), retrieval, use, transfer (provision,
access), blocking, deletion, destruction of PD.

3.9.Rights of personal data subject

3.9.1.PD subjects shall have the right to
receive information regarding the processing
of their personal data, including information
containing:

—confirmation of the fact of processing
personal data by the operator;

—legal grounds and purposes for
processing personal data;

—purposes and methods used by the
operator for processing personal data;

—the name and location of the operator,
information about persons (excluding
employees of the operator) who have
access to personal data or to whom
personal data may be disclosed on the
basis of an agreement with the
operator or on the basis of federal
law;

—personal data being processed that
relate to the relevant subject of
personal data, the source of their
receipt, unless a different procedure
for the provision of such data is
stipulated by federal law;

—timeline of personal data processing,
including the period of their storage;



— TIOPSJIOK OCYILIECTBICHHS CYOBEKTOM
NEePCOHAIBHBIX JAHHBIX TPaB,
npenycMoTpeHHbx @3 «O
MEPCOHATBHBIX TAHHBIXY,

— wHGMOPMAITHIO O MPEAToJIaracMon
TPaHCTPAaHUYHOMU Mepeladye TaHHbIX;

— HaWMMEHOBaHUE WX (HaMWIHIO, UM,
OTYECTBO H ajpec JInIa,
OCYIIECTBISIONIET0 00pabOTKyY
MIePCOHATBHBIX JIAHHBIX 110
MOPYYEHUIO OTIepaTopa, eCiu
00paboTka mopydeHa win Oyner
MopydYeHa TaKoOMY JIHILY;

— WHBIC CBEJICHUS, IPEIYCMOTPEHHBIC
@3 «O nepcoHaIbHBIX JAHHBIX) WU
IpyruMu (erepaTbHBIMA 3aKOHAMH.

3.9.2.TIpaBo cyobekra [1/1H HA gOCTYM K €ro
[Tz MO>XeT OBITh OTPAHUYCHO B

—procedure for the exercise by the
personal data subject of the rights
provided for by the Federal Law “On
Personal Data”;

—information on the supposed cross-

border data transfer;

—name Or surname, name, patronymic
and address of the person who
processes personal data on behalf of
the operator, if the processing is or
will be entrusted to such a person;

—other information provided for by the
Federal Law "On Personal Data" or
other federal laws.

3.9.2.The right of a PD subject to access
his/her PD may be restricted in accordance

COOTBETCTBUH C denepanbHbIMU 3akoHamMu, B with federal laws, including if the PD
TOM umcie eciu foctyn cyobekra I1J[H k ero subject's access to his/her PD violates the
[1/T1 mapymaeT npaBa u 3akoHHBIC HHTEpecH rights and legitimate interests of third parties.

TPETbUX JINIIL.

3.10.ITopsimok 0OpadOTKH MEPCOHAIBHBIX
JAHHBIX

3.10.1.crounuku nomyuenus [1/]H:
—cyowekt [1/1H;

—3aKOHHBIN IPEICTaBUTENb CyObEKTa
I /H.

3.10.2.0pranuzaTop He UMEET IpaBa
nosryyatb u o6pabarsiBath [1/1H cyObekTa
I1/Tx 0 ero pacoBoii, HALIMOHATIBLHOMN
MIPUHAIIICKHOCTH, TIOJIUTHYECKUX B3IIAJaX,
PETUTHO3HBIX UK (PUI0COPCKUX
yOEXKIECHUAX, UHTUMHOM KU3HHU.

3.10.Personal data processing procedure

3.10.1.Sources of obtaining PD:
—PD subject;

—legal representative of the PD subject.

3.10.2.The Organizer shall not have the right
to receive and process the PD of the PD
subject about his/her race, nationality,
political views, religious or philosophical
beliefs, intimate life.



3.10.3.B ciyuae ucnonab30BaHUs s 3.10.3.In the case of using the forms located
nonyuenus [1Jn ¢popm, pacronoxenusix Ha on the website of the «BRICS International
UHTEPHET-CAaUTE MEPOTIPUATHUS Innovation Forum. Cloud City» event to
«MexnyHapoaHbIi GOopyM MHHOBALIUI obtain PD:

BPUKC. O6naunbrit ropoay»:

OCYILECTBIIIETCS. ~ BO3MOXKHOCTB
OeCIpensITCTBEHHOTO O3HAKOMIICHUS
cyobekta Il c I[lonoxenuewm,

OIpCACIAIOIINM IIOJIMTUKY
00pabOTKH TMEPCOHAIBHBIX JaHHBIX
XXVI [TerepOyprckoro

MCKAYHAPOAHOIO0 J3KOHOMHYCCKOI'O
(opyma;

—I1/1n mepemarorcst Ha 00pabOTKY TOIBKO

MOCJI€ MOJIyYEHUS COTIacHsl CyObeKTa
[111 Ha 06paboTky ero I1/IH, myrem
MIPOCTABJIEHUS] COOTBETCTBYIOIIETO
3HaKa (rajiouku) B hopme
pETUCTpAaIliU Ha COOTBETCTBYOIIEH
CTpaHMIIE UHTEPHET-CcaiiTa

—there is an opportunity for the PD

subject to familiarize himself/herself
freely with the Regulations
determining the personal data
processing policy of the XXVI St.
Petersburg International Economic
Forum;

—PD shall be transferred for processing

only after obtaining the consent of the
PD subject to the processing of his/her
PD, by putting the appropriate sign
(tick) in the registration form on the
corresponding website page of the
«BRICS International Innovation

MeponpusITHs «MexXayHapOoTHBIN Forum. Cloud City» event.
dhopym unnosaruii BPUKC.

OO6navHbIN TOPOIY.

3.10.4. Opraamusarop noaydaet [1/1H ot 3.10.4. The Organizer shall receive PD from
caMoro cyobeKTa win ero npeacraBurens,  the subject himselt/herself or his/her

Mo cJie TIOJTydeHHUsT OT TAaKOTo CyObeKTa Wi representative, after receiving from such

€ro IpecTaBUTEIsI, coriacks Ha 00paboTky subject or his/her representative of the

ero I1/1H, eciin ©HOE HE OTOBOPEHO consent to the processing of his/her PD,
JICHCTBYIOIIIMM 3aKOHOIaTEIIHCTBOM unless otherwise provided by the applicable

Poccuiickoit deneparumu. laws of the Russian Federation.

3.10.5. O6padotka I1/Tn Moxer
OCYILECTBIIATHCS UCKITFOUUTEIILHO B LEIIAX,
yKa3aHHBIX B 11. 3.2. Hactosimero [TonoxkeHus.

3.10.5. PD may be processed solely for the
purposes specified in Clause 3.2. hereof.

3.10.6. PD of the subjects shall be processed
and stored in the personal data information
system of the «BRICS International
Innovation Forum. Cloud City» event.

3.10.6. I1/Ix cyopexToB 0OpabarbIBatoTCs U
XpaHATcsa B MHPOPMALMOHHON cucTeMe
MIEPCOHAIBHBIX TAHHBIX MEPOTIPUATHUS
«MexayHapoiHbli (opyM MHHOBAIMN
BPUKC. O6naunHblii Topomy.



3.10.7. Ilonb3oBarensiM HHGOPMALIMOHHOM
CUCTEMBbI IEPCOHAJIBHBIX JAHHBIX
MeponpusTH «MexXTyHapoaHbIi Gopym
nnnoBauuit BPUKC. O6naunbrii ropoay
3aIpelleHo 3aliChiBaTh U XpPaHUTh Ha
BHEIIHUX (OTUYKAAEMBIX) HOCUTEISIX
WH(POPMALIUIO, COJIEPIKAILYIO IEPCOHATLHBIE
JTaHHBbIE.

3.10.8. Ilpu npuHATUYN peLIeHUH,
3aTparuBaroluX HHTEpech cyobekra I1/1H,
Opranuzatop He UMeeT MpaBa 0CHOBBIBATHCS
Ha NePCOHAJIbHBIX JAHHBIX, OTYyYEHHBIX
WCKJTIOUNTENBHO B PE3YIIbTATe UX
aBTOMaTU3UPOBAaHHON 00pabOTKH.

3.10.9. ITpu nepenaue [1/In Opranuzarop
00s13yeTCst COOIOATh CIAEMYIONINE
TpeOOBaHUsA:

— He co00IaTh NEPCOHATLHBIE JaHHBIC
CyObEKTa MepPCOHATBHBIX JTAHHBIX

3.10.7. The users of the personal data
information system of the «BRICS
International Innovation Forum. Cloud City»
event shall be prohibited to record and store
information containing personal data on
external (alienable) media.

3.10.8. When making decisions affecting the
interests of the PD subject, the Organizer
shall not have the right to rely on personal
data obtained solely as a result of their
automated processing.

3.10.9. When transferring PD, the Organizer
shall comply with the following
requirements:

—not disclose the personal data of the

personal data subject to a third party

TpeThel cTopoHe Oe3 ero cornmacus, 3a without his/her consent, except when

HCKITIOYCHUEM CITyJaeB, KOTIa 3TO
HEOOXOAMMO B LIETSIX
MIPEIYNPEKICHUS YTPO3BI XKU3HU H
3I0POBBIO CyOBEKTA MEPCOHATBHBIX
JAHHBIX, & TAKXKE B CIydasx,
YCTaHOBJICHHBIX (perepaibHbIMU
3aKOHAMH;

MPEIYNPEANUTD JIHII, TOJTYIUBIITUX
IepPCOHAIbHBIC JJAHHBIC CYObEKTa
MEPCOHAIBHBIX JJAHHBIX, O TOM, YTO
9TH JJAHHBIC MOTYT OBITh
HCIIOJIb30BaHbI JIMIIL B LEIIX, IS
KOTOPBIX OHH COOOIICHBI, H TPEOOBAThH
OT 9THX JIMII ITOATBEPIKICHHUS TOTO,
YTO ATO MPABUIIO COOTIONEHO.

it is necessary in order to prevent a
threat to the life and health of the
personal data subject, as well as in
cases established by federal laws;

—warn persons who have received the
personal data of the personal data
subject that these data can only be
used for the purposes for which they
are reported, and require these persons
to confirm that this rule has been
observed.



3.10.10. B ciyuae BbIsIBICHUS 3.10.10. In case of revealing illegal actions

HEIPaBOMEPHBIX JEHCTBUI C with personal data, the Organizer shall
[IEpPCOHAIbHBIMU JaHHBIMU OpraHuszarop eliminate the committed violations. If it is
00s13aH yCTpaHHUTh JOMYIIEHHBIC HapyIeHus. impossible to eliminate the committed

B ciiydae HEBO3MOXKHOCTH yCTPaHEHHS violations, the Organizer shall, within a

NOTYIIEHHBIX HapymeHui, Opranuzatop, B period not exceeding three (3) business days
CpOK, He mpeBbImaromuii 3 (Tpex) padounx from the date when the illegal actions with
JHEH ¢ IaThl BRISBICHUS HempaBoMepHoCcTH —personal data are detected, destroy such

NEHCTBUMN C TIEPCOHAIBHBIMU JJAHHBIMH, personal data.

00s13aH YHUYTOXKHUTHh TAKUE MIEPCOHATILHBIC

JTAHHEBIE.

3.10.11. OO0 ycTpaHeHuu JOTYIIEHHBIX 3.10.11. The Organizer shall notify the
HapyIIeHUH WK 00 YHUUTOKEHUU subject of personal data of eliminating

nepcoHaibHbIX TaHHBIX Opranuzatop 06s3aH violations or destruction of personal data, and
YBEIOMUTH CYObEKT MepCOHANbHBIX AaHHBIX, 1f the authorized body for the protection of

a B ciIyJae, eClid 0OpaIieHne Wiy 3ampoc the rights of personal data subjects sent the
ObUIHM HaIpaBJIEHBI YIIOJIHOMOYEHHBIM appeal or request, The Organizer shall notify
OpraHoM M0 3alIUTe MpaB CyObEKTOB the specified body.
TIEPCOHATBHBIX JIAHHBIX, TAK)KE YKa3aHHBIN
Opras.
3.10.12. TlepcoHanbHbIE TaHHBIC 3.10.12. Personal data shall be destroyed in
YHUYTOXKAIOTCS B CITyJasiX: the following cases:
— TOCTHIKEHUS T1eJIei 00paboTKu —achieving the purposes of personal data
MIePCOHAIBHBIX TaHHBIX; processing;
— OT3bIBa CYyOBEKTOM IMEPCOHAITBHBIX —withdrawal by the personal data
JTAHHBIX COTIacHs Ha 00paboTKy subject of consent to the processing of
CBOUX MEPCOHATBHBIX JaHHBIX. his/her personal data.

4 3AIIUTA NIEPCOHAJIBHBIX 4 PROTECTION OF PERSONAL DATA

JAHHBIX CYBBEKTOB OF SUBJECTS
4.1. OcHOBHBIC MEPONIPUATHSA 110 4.1. Key measures to ensure the security of
odecrevyeHHI0 0€30MACHOCTH personal data

NEePCOHAJTBbHBIX JAHHBIX



4.1.1. O6ecnieuenue 6e3zomacHoctu I1/{H mpu
X 00pabOTKe JOCTUraeTCs MyTeM
WCKJTIOYCHUS] HECAaHKIIHOHUPOBAHHOTO, B TOM
yucie ciaydainHoro, gocrtyna K [1/1H,
Pe3ynbTaToM KOTOPOTO MOXKET CTaTh
YHUYTO)KEHUE, U3MEHEHUE, OJIOKUPOBAHUE,
KOIIMpoBaHue, pacupocrpanenue [1/1H, a
TaK)Ke WHbIC HECAaHKIIHOHUPOBAHHBIC
nevicrBus ¢ [1/1H.

4.1.2. MeponpusiTsi Io 00eCTICUeHUIO
6e3omacHoctu [1/]H onpenenstorcs B
3aBUCHUMOCTHU OT YPOBHS 3aIIMILIEHHOCTH
nepcoHanbHBIX AaHHBIX B UCII/IH ¢ yueTom
BO3MOKHOTO BOBHUKHOBEHUS yIpo3
YKU3HEHHO BaKHBIM WHTEpECaM JTMIHOCTH,
o01ecTBa 1 rocyJ1apcTaa.

4.1.3. Peanu3syrorcst Mepsl, HallpaBJICHHbIE HA
BBITIOJTHEHUE TPEOOBaHUH, YCTAHOBIEHHBIX
@3 «O nepcoHaIbHbIX JAHHBIX):

— Tmody4eHue cornnacuii cyobektoB I1/1x
Ha 00paboTtky ux I1/1H, 3a
HCKJTIOYEHUEM CITy4aeB,
MIPEeyCMOTPEHHBIX
3aKOHOIAaTeNLCTBOM Poccuiickoit
denepaiuu;

Ha3HAYEeHHE OTBETCTBEHHOTO 32
opranuzarnuio oopadorku [1/1H;

Ha3HAYCHHE OTBETCTBEHHOTO 3a
obecneuenue 6ezomacHoctu [1/1H;

NpUHATHE JOKaIbHBIX 11/]H;

MPUMEHEHUE MPABOBBIX,
OPraHU3aIMOHHBIX U TEXHUYECKUX
ITJTH B COOTBETCTBHM C
TpeboBanusamu k 3amute [1/1H;

4.1.1. Ensuring the security of PD during
their processing shall be achieved by
excluding unauthorized, including accidental,
access to PD, which may result in the
destruction, modification, blocking, copying,
distribution of PD, as well as other
unauthorized actions with PD.

4.1.2. Measures to ensure the security of PD
shall be determined depending on the level of
protection of personal data in PDIS, taking
into account the possible emergence of
threats to the vital interests of the individual,
society and the state.

4.1.3. Measures are being implemented
aimed at meeting the requirements
established by the Federal Law "On Personal
Data":

—obtaining consents from PD subjects for
the processing of their PD, with the
exception of cases provided for by
the legislation of the Russian
Federation;

—appointment of a person responsible for
arranging PD processing;

—appointment of a person responsible for
ensuring the PD security;

acceptance of local PD;

—application of legal, organizational and
technical PD in accordance with the
requirements for PD protection;



— OCYILIECTBIICHHE BHYTPEHHETO

KOHTPOJISI COOTBETCTBUS 00pabOTKH
[TIIx @3 «O nepcoHaIbHBIX JAHHBIX)
Y TIPUHSTHIM B COOTBETCTBUU C HUM
HOPMAaTUBHBIM TPABOBBIM aKTaM,
TpeboBanusm k 3amute [1/1H,
nosintuke OpraHuzaropa B
otHomeHnn oopadboTku I1/1H, a Taxxke
JOKaJIbHBIM HOPMAaTUBHBIM aKTaM
Opranuszatopa B 061acTi 00paboTKH
u 3auuThl [1/1H;

OCYIIIECTBIICHUE OLICHKH BpPENa,
KOTOPBIN MOXKET OBITh IPUYMHEH

—implementation of internal control for

compliance of PD processing with the
Federal Law "On Personal Data" and
regulations adopted in accordance
therewith, requirements for PD
protection, the Organizer's policy
regarding PD processing, as well as
local regulations of the Organizer in
the field of PD processing and
protection;

—assessing the harm that may be caused
to PD subjects in the event of a

violation

cyosekraMm [1/10 B cimyuae Hapymenus of the Federal Law "On Personal Data";

@3 «O nepcoHaIbHbBIX TaHHBIX);

O3HAKOMJIEHHE JIMII,
HEIMOCPEICTBEHHO OCYIIECTBIISIOMINX
00pabotky I1/1H, ¢ mooKeHUsIMU
3aKoHOAaTeNhCcTBa Poccuiickoi
®eneparnuu o [1/1H, B TOM yncie
TpeboBaHusMU K 3amiute [1][H,
JIOKYMEHTaMHU, OTPECIISTIOIITUMHA
MOJIUTHKY B OTHOIICHUH 00pabOTKH
[1/1H, TOKaJIbHBIMU HOPMAaTUBHBIMHU
aKTaMH 110 BOIIpocaM 00paboTKH
MePCOHANTBHBIX JAHHBIX;

y4eT MalluHHbIX HocuTenei 11/1H;

MPUMEHEHHUE MEP IS
BoccTaHoBieHus [1/1H,
MOAU(PUITIPOBAHHBIX WIIH
YHUUYTOKEHHBIX BCJIEICTBUE
HECAHKLIMOHUPOBAHHOTO JIOCTYIA K
HUM;

XpaHEHHE MaTepHaIbHbIX HOCUTEEH
[1/11 ¢ cobmroneHneM ycioBHiA,
oOecnieunBaroLIX coxpaHHOCTh [1/1H
1 UCKJTIOYAIOIIHNX
HECAHKLIMOHUPOBAHHBIA JTOCTYII K
HUM;

—familiarization of persons directly

involved in PD processing with
the provisions of the Russian
legislation on PD, including the
requirements for PD protection,
documents determining the policy
regarding PD processing, local
regulations on personal data
processing;

—accounting of PD machine media;

—taking measures to restore PD modified

or destroyed due to unauthorized
access thereto;

—storage of PD tangible media in

compliance with conditions that
ensure PD safety and exclude
unauthorized access thereto;



— YCTaHOBJICHHE 3allpeTa Ha Iepenayy
I1/IH 110 OTKPBITBIM KaHAJIaM CBSI3U 3a
IIpeIEeNIbl KOHTPOIUPYEMO 30HbI 0€3
IIPUMEHEHHUS] YCTAaHOBJIEHHBIX MEp 10
obecniedenuto 6e3onacHoctu [1/1H.

—HOPMAaTHWBHBIX aKTOB B oOiactu
00pabOTKH U 3aIUTHI.

4.2. Mepbl 3a1IUTHI IEPCOHAIBHBIX
AAHHBIX

4.2.1. Pasrpann4eHue MoTHOMOYHMA TOCTYTIa

—establishing a ban on PD transmission
via open communication channels
outside the controlled area without
applying the established measures to

ensure PD security.

—regulations in the field of processing
and protection.

4.2. Personal data protection measures

4.2.1. Delimitation of access rights to

K MIepCOHAILHBIM JJaHHBIM, 0O0pabaTbiBaeMbIM personal data processed in the personal data

B HH(GOPMAITMOHHOW CHCTEME MEePCOHATBHBIX
JAHHBIX MEPONPUATHS «MeXTyHapOAHBIN
dhopym unnoBanuii BPUKC. O6naunsbrit
rOpoI».

4.2.2. JIns 3amuTel BXoAa Ha
aBTOMaTH3MpPOBaHHOE paboyee MECTO
MIPUMEHSIOTCS JIOTUH U 1apOJib,
VHJMBHUYAJIbHBIE JUISI KQXKI0TO
OJIL30BATENS. 3AIUATA OT
HECAHKLIIHOHUPOBAHHOTO JIOCTYIIA
OCYLIECTBIISIECTCS C UCIOJIb30BAHUEM
CpeICTBa 3alUThl HHPOPMALIUH.

4.2.3. JIns 3amuthl ”HGOPMAITMOHHO N
CHUCTEMBI TIEPCOHATILHBIX JaHHBIX
MeponpusITHs «MexayHapoaHbIi hopym
naHoBanuii BPUKC. O6naunbiii ropoay ot
BPEIOHOCHBIX MPOTPAMM MPUMEHSIETCS
CPEICTBO aHTUBUPYCHOM 3aIIUTHI.

4.2.4. JIns 3a1yTel CETEBOM
uHpacTpyKTypbl Opranuzaropa npu
ME)KCETEBOM B3aUMOICHCTBUH IIPUMEHSIOTCS
MHOTO(YHKIIMOHAJIbHBIE YCTPOUCTBA,
BKJIIOUAIOIINE B ce0sl MEKCETEBO IKpaH,
CpeCTBO OOHAPYKEHUS BTOPIKEHHI, a TakxkKe
cpencTBo nocrpoeHuss VPN-kaHaos.

5 OPTAHU3ALMS PABOT MO
SAILUTE TIH

information system of the «BRICS
International Innovation Forum. Cloud City»
event.

4.2.2. To protect the entrance to the
workstation, a login and password shall be
used that are individual for each user.
Protection against unauthorized access shall
be carried out using the information security
tool.

4.2.3. To protect the personal data
information system of the «BRICS
International Innovation Forum. Cloud City»
event, anti-malware tool shall be used for
anti-virus protection.

4.2.4. To protect the Organizer's network
infrastructure during inter-network
interaction, multifunctional devices shall be
used, including a firewall, an intrusion
detection tool, and a tool for building VPN
channels.

5 ARRANGEMENT OF WORK ON
PROTECTION



5.1. Pabots! no 3amute [11H y
Oprannzaropa OpraHU3yrOTCSI C Y4E€TOM
CIIEITYIOIIMX OCHOBHBIX IIPUHIIUTIOB:

—vyuer [I/1H;

— KOMITIEKCHBIA moaxXoa K HOCTPOCHHUIO

5.1. Work on PD protection at the Organizer
shall be arranged taking into account the
following basic principles:

—PD recording;

—integrated approach to building a PD

cuctemsl 3amuThl [1/1H;

ofecrnieueHune 3alIuThl Ha BCEX 3Tanax
o6paboTku I1/IH 1 Bo Bcex pexxumax
¢dbynkmonupoBanust UCII/IH, B Tom
YyClie IPU TPOBECHUN PEMOHTHBIX U
perIaMeHTHBIX padoT;

obecrnieueHrne HEOOXOJMMOTO YPOBHS
3amuTsl [1/IH npy MUHMMAaNBHBIX
3arparax;

HCIIOJIB30BAHUC CPEACTB 3alllUThI, HC

protection system;

—ensuring protection at all stages of PD
processing and in all modes of PDIS
functioning, including during repair
and maintenance work;

—ensuring the required level of PD
protection at minimal cost;

—use of protection means that do not

YXYIIIAIONINX CYIIECTBEHHO
OCHOBHBIE XapaKTEPUCTUKHU
WH(POPMAITMOHHOW CHCTEMBI
MEPCOHAILHBIX JAHHBIX;

— olecrnedeHre KOHTPOJIS

3(h(HEKTUBHOCTU CPEICTB 3alTUTHI

I11n.

— TpeOOBaHUI PYKOBOISAIIMX
JOKYMEHTOB IT0 00€CIIeYCHHIO
0€30I1aCHOCTH.

5.2. HenocpencTBeHHOE PyKOBOICTBO

pa6OTaMI/I 10 CO3JaHHIO, OKCILTyaTalluu 1

significantly impair the main
characteristics of the personal data
information system;

—ensuring control over the effectiveness
of personal data protection means.

—requirements of governing documents
on ensuring safety.

5.2. Direct management of work on the
creation, operation and improvement of the

COBepIIeHCTBOBaHUIO cucTeMbl 3auThl [1/[H personal data protection system at the Cloud

Ha MeponpusiTuu «O01a4HbINA TOPOI.

5.3. «MexayHapoaHbiit (OpyM WHHOBAIIMIA

City.

5.3. «BRICS International Innovation Forum.

BPUKC. O6naunsiii ropon»” ocymectBiger Cloud City» event shall be carried out by the

OTBETCTBEHHBIH 3a 00OecreueHne
oe3omnacHoctu I1/1H.

person responsible for ensuring PD security.



5.4. I1pu opranu3anyu 1 BeIodHEHUH padboT 5.4. When arranging and performing work on

o 3amute IT/IH HeoOXomumMo
PYKOBOJICTBOBaThCA ICHCTBYIOIIUMHU
3aKOHaMH, [10CTAHOBJICHUSIMH,
PYKOBOJSAIIMMH JOKYMEHTAMU 110 3aLUTE
[1/11, a Takke TpeOOBaHUAMHU HACTOSIIETO
[Tonoxenust. Opranu3anus BbIIOJIHEHUS
paboT Mo ycTaHOBKE, HACTPOMKE W BBOIY B
AKCIUTYaTalUIO IPOTrPaAMMHBIX U
MIPOrpPaMMHO-AINIAPATHBIX CPEACTB 3aIIUThHI
[1/11, pa3zpaboTke opraHU3alMOHHBIX MEP T10
3amure [IJ[H 1 KOHTPOIIIO 32 COCTOSTHUEM
cucteMbl 3auThl [1J[H B nH(OpManmonHoit
CHCTEMeE IEPCOHATBHBIX JAHHBIX
MeponpusaTis «MexayHapoaHbiid Gopym
naHoBanmii BPUKC. O6naunsbrit ropoay
BO3JIaraeTcsi Ha OTBETCTBEHHOTO 32
obecneueHne 6€30MacCHOCTH NMEPCOHATBHBIX
JTAHHBIX.

6 KOHTPOJIb 3A COBJIIOJIEHUEM
TPEBOBAHUI
3AKOHOJIATEJIbCTBA
POCCUMCKOM ®EJEPAIIUU B
OTHOLIEHWHU OBPABOTKH I1JTH

KonTpoms 3a cobmonennem TpedoBaHU

PD protection, it is necessary to be guided by
applicable laws, regulations, guidelines for
PD protection, as well as the requirements of
these Regulations. Work arrangement to
install, configure and commission the
software and hardware and software tools for
PD protection, develop organizational
measures for protecting PD and monitoring
the state of the PD protection system in the
personal data information system of the
«BRICS International Innovation Forum.
Cloud City» event shall be assigned to the
person responsible for ensuring personal data
security.

6 CONTROL OVER COMPLIANCE
WITH THE REQUIREMENTS OF THE
RUSSIAN LEGISLATION REGARDING

PD PROCESSING

Control over compliance with the

3akoHoaarenbcTBa Poccutickoit denepanuu B requirements of the Russian legislation in the

ob6nactu 110 mpou3BOUTCS C IENBIO:

— MPOBEPKU COOTBETCTBHUS 00paOOTKHU
[1/Tn nanHBIM TpeOOBAHUSM;

— MPOBEPKU COOTBETCTBUS
MpUMEHSIEMBIX Mep 110 3amure [[/]H
JTAaHHBIM TPeOOBaHUSIM;

— IIPUHATHS MEP, HAIIPABJIICHHBIX HA
BBISIBIICHUE UIIPEAOTBPALCHUE
HapyLUIeHUH JaHHBIX TPeOOBaHMIA;

— BBISBJICHHS BO3MOXKHBIX KAHAJIOB
yreuku [1/1H;

— yCTpaHEHMsI OCIEACTBUN
BO3MOJKHBIX HapyLIEHUH.

field of personal data shall be carried out in
order to:

—verify compliance of PD processing
with these requirements;

—verify compliance of the measures
taken to protect PD with these
requirements;

—take measures aimed at identifying and
preventing violations of these
requirements;

—identify possible channels of PD
leakage;

—eliminate the consequences of possible
violations.



KonTpouns 3a cobmonenneM TpeOoBaHmii

Control over compliance with the

3akoHojarenbcTBa Poccuiickoit @enepannu B requirements of the Russian legislation in the

obmnactu o6padoTku [1/H Bo3naraercs Ha

field of PD processing shall be assigned to

OTBETCTBEHHOTO 3a Opranusaiuio oopadotku the person responsible for arranging PD

[1/H.

7 KOHTPOJIb COCTOAHUA
SAIMINEHHOCTMU IIJH

7.1. KoHTpOIb COCTOSIHUA 3aIUIIEHHOCTH
[1/Tx ocymiecTBiseTcs € LEIbIO
CBOEBPEMEHHOTIO BBISBIICHUS U
MIPENOTBPALIECHUS HECAHKIIMOHUPOBAHHOTO
nocryna k [IJIH, npeanamepeHHbIX
MPOrPAMMHO-TEXHUYECKUX BO3JICHCTBUIA HA
[111 1 orleHKH Y3PPEKTUBHOCTH UX 3AIIUTHI.

7.2. KOHTpOJIb 3aKIIFOYAETCS B TPOBEPKE
BBITIOJTHEHUS TIPABOBBIX 3aKOHOIATEIIBHBIX 1
HOPMATHUBHBIX aKTOB TI0 BOMPOCAM 3alUTHI
[1/1H, a Takke B OIIEHKE 000CHOBAHHOCTH U
3 (HEKTUBHOCTH MMPUHATHIX MEP 3aIIUTHI

I11n.

7.3. I1o pe3ynbraram KOHTPOJIA TaeTCst
o1ieHKa 3 (HEKTUBHOCTH TIPUHATHIX MEP
samuThl [1/]x. 3ammura [1J1a cuutaeTcs

3¢ deKTUBHOM, €ClTi TPUHUMAEMBbIE MEPbI
COOTBETCTBYIOT YCTAHOBJICHHBIM
TpeboBaHuAM U HOpMaM. HecooTBeTcTBUE

processing.

7 CONTROL OVER PD SECURITY
STATE

7.1. Control over PD security state shall be
carried out in order to detect and prevent
unauthorized access to PD, deliberate
software and hardware impacts on PD and
assess the effectiveness of their protection in
a timely manner.

7.2. Control consists in checking the
implementation of legal legislative and
regulatory acts on PD protection, as well as in
assessing the validity and effectiveness of the
measures taken to protect PD.

7.3. Based on the results of the control, the
effectiveness of the measures taken to protect
PD shall be assessed. Personal data protection
shall be considered effective if the measures
taken comply with the established
requirements and standards. Non-compliance

Mep YCTaHOBJICHHBIM TpeboBaHMsIM B HOpMaM of measures with the established

o 3ammTte [1/[H sBisieTca HapyleHueM.
Pe3ynbrarel aHanm3a nepuoAUYECKOro
KOHTPOJIS, YCTAaHOBIIEHHBIE TPUUMHBI
HapYILIEHUN, PEKOMEH/IAIUU 110 X
YCTPAHEHHUIO OTPAXKAIOTCS B aKTaxX HIIN
CIpaBKax, KOTOPbIE JOKIIAbIBAIOTCS
['enepanbnomy Jlupexkropy Opranuszaropa
JUTSI IPUHSTHUS COOTBETCTBYIOIINX PEILICHUH.

ropox Mocksa

2023 rox

requirements and standards for PD protection
shall be a violation. The results of periodic
control analysis, the established causes of
violations, and recommendations for their
elimination shall be reflected in acts or
certificates that are reported to the General
Director of the Organizer for making
appropriate decisions.

Moscow

2023



