IHOJIO’)KEHHUE

REGULATIONS

onpeneasomee NOJUTHKY 00padorkn 1 Determining the Policy for Processing and

3alIMTDBI NEPCOHAJTBbHBIX JAaHHBLIX B

HH(OPMALMOHHOM CHCTEeMe MepPONPUATHHA

«®opym Oynymero BPUKC. Ob6naunbiii
ropoa».

1 OBIIHME TTOJIOXXEHW A

1.1.Hacrosiiee [Tonoxenue onpenensiet

MOJMTUKY 00pabOTKH U 3aIIUTHI
MEPCOHATBHBIX TAHHBIX TPU TPOBEIACHUH
MeponpusTus «@opym Oyayriero
BPUKC. O6naunslii ropony» (nanee —
[Tonoxxenue), onpenenseT MPUHLUIIH,
€U, YCIIOBUS, CPOKU M CITOCOOBI
00pabOTKHU NEPCOHANBHBIX JAHHBIX
(nanee — I1/1n), nepeuenp kateropuit
cyonekToB [1/1H, mepedyeHs necTBUH,
ocymecTBisieMbix ¢ [1J[H cyOBekToB,
npaBa cyobekToB [1J1H, MeponpusTHs 10
KOHTPOJIIO 32 COOMIoIcHUEM TpeOOBaHUIA
3akoHomarensrCcTBa PO B oTHOIIEHNH
ob6pabotku [1]IH, a Takxe MephI MO
zamure I1/]H.

1.2.Hacrosimiee [Tomoxenue pazpaboTtaHo ¢

Y4ETOM TPEOOBAHMI CIIETYIOIINX
3aKOHOZATEIbHBIX 1 HOPMAaTUBHBIX
IIPaBOBBIX akTOB Poccuiickoin
®denepanunu, a TAKKE JOKaIbHBIX
HOpPMaTHUBHBIX aKTOB B 00J1aCcTH
MEePCOHATBHBIX TAHHBIX:

— Koncrutyuun Poccuiickoii

®enepauuy;

— ®enpepanbHOTO 3aK0Ha OT 27.07.2006

Ne 152-@3 «O nepcoHanpHBIX
JTAHHBIX;

— @enepasibHOrO 3aK0Ha ot 27.07.2006

Ne 149-®3 «O06 undopmanuu,
WH(POPMAIIMOHHBIX TEXHOJIOTUSX U O
3anIuTe HHPOPMAITUN»;

Protecting Personal Data in the
Information System for the

BRICS Future Forum Event.

1 GENERAL PROVISIONS

1.1.These Regulations determine the policy

for processing and protection of personal
data during the BRICS Future Forum
event (hereinafter referred to as the
Regulations), determine the principles,
goals, conditions, terms and methods for
processing personal data (hereinafter
referred to as PD), a list of categories of
PD subjects, a list of actions performed
with PD subjects, the rights of PD
subjects, measures to control compliance
with the requirements of the Russian laws
regarding the processing of PD, as well as
measures to protect PD.

1.2.These Regulations have been developed

taking into account the requirements of
the following legislative and regulatory
legal acts of the Russian Federation, as

well as local regulations in the field of

personal data:

— the Constitution of the Russian

Federation;

— Federal Law No. 152-FZ dated July
27,2006 "On Personal Data";

— Federal Law No. 149-FZ dated July

27,2006 "On Information,
Information Technologies and
Information Protection";



— VYka3sa [Ipe3unenra Pocculickoin

®enepaunn ot 06.03.1997 Ne 188
«O06 yrBepxnenun [lepeuns
CBelleHHI KOH(UICHINAIBHOTO
XapaxkTepay;

— IlocranoBnenus [IpaButenscTBa

Poccuiickon ®enepanuu ot
01.11.2012 Ne 1119 «O06
YTBEP)KJICHUN TPEOOBAaHUIM K 3aIUTe
NEPCOHAIIBHBIX JAHHBIX TPU UX
00paboTKke B HH(POPMALIMOHHBIX
crcTeMax MepCOHATBHBIX JaHHBIX);

— Ilocranosnenue I[IpaButensctea PO

ot 15.09.2008 Ne 687 «O6
yTBepxaeHnu [lonoxenus 0o
0cobeHHOCTAX 00padoTKU
MepCOHANIBHBIX JIaHHBIX,
OCYIIECTBIIEMON O€3 MCIOIb30BaHUS
CPEIICTB aBTOMATU3AIIIY,;

— IIpukaza ®CTIK Poccun ot

18.02.2013 Ne 21 «OO0 yTBEpKICHUH
COCTaBa U COJCPIKAHHS
OpraHM3aMOHHBIX U TEXHHYECKHX
Mep 10 00ecTiedeHUI0 Oe30MacHOCTH
NEePCOHANBHBIX JIaHHBIX TPH UX
00paboTKe B HH(POPMALIMOHHBIX
CHCTeMaX NEePCOHATBHBIX JTaHHBIX).

1.3.0TBeTCTBEHHOCTH 3a COOIIOAECHIE
TpeOOBaHUI 3aKOHOIATEIIHCTBA
Poccuiickoit @eaepanuu U J0KaJIbHBIX
HOPMAaTHBHBIX akTOB DOH/1a B 00J1aCTH
[1/In Hecet ['eHepanbHBIN TUPEKTOP
OO6111eCTBO C OrPaHMYCHHON
oTBeTcTBeHHOCTRIO «KirokBay MHH
7718664219 (nanee — Opranusarop).

1.4.Hacrosiee [Tonoxenue siBisieTcst
O6$I33TCJ'IBHI)IM JJIs1 UCITOJTHCHU L
AOJDKHOCTHBIMU JIMIAMU IIPHU PCIICHUN
3a1a4 obecreyeHus: o00paboTKH U
oe3omacHoctu I1/1H.

— Decree No. 188 of the President of the

Russian Federation dated March 6,
1997 "On Approval of the List of
Confidential Information";

— Decree No. 1119 of the Russian

Government dated November 1, 2012
"On Approval of Requirements for the
Protection of Personal Data During
Their Processing in Personal Data
Information Systems";

— Decree No. 687 of the Russian

Government dated September 15,
2008 "On Approval of the
Regulations on the Specifics of
Processing Personal Data Carried Out
Without the Use of Automation
Tools";

— Order No. 21 of the Federal Service

for Technical and Export Control of
Russia dated February 18, 2013 "On
Approval of the Composition and
Content of Organizational and
Technical Measures to Ensure the
Security of Personal Data During
Their Processing in Personal Data
Information Systems".

1.3.Liability for compliance with the
requirements of the Russian legislation
and local regulations of the Fund in the
PD field shall be borne by the General
Director of Klyukva, Limited Liability
Company, Taxpayer Identification
Number (INN) 7718664219 (hereinafter
referred to as the Organizer).

1.4.These Regulations shall be mandatory for
fulfillment by officials when solving the
problems of ensuring the PD processing
and security.



2 OCHOBHBIE TEPMHUHBI 1
OIIPEJAEJIEHUSA

2 KEY TERMS AND DEFINITIONS

2.1. B Hacrosem Ionoxenun
WCTIONTB3YFOTCS CIIEYIONINE TEPMHUHBI 1
OTIpeICITICHUS:

2.1. The following terms and definitions shall
be used in these Regulations:

— wuH(pOpMAaIMs U CBEICHUS — information and data (messages)

(cooOienus1, TaHHbIE) HE3aBUCHMO OT
(hOpMBI UX TIPEICTABICHUS.

— JOKyMEHTHpOBaHHas MHpOpMalus u

3ahukcupoBaHHAs HA MaTepUAIbLHOM
HOCHTEJIE yTeM JIOKYMEHTUPOBAHUS
uHpOpPMaLUS C PEKBU3UTAMH,
MO3BOJISIFOIIMMHE OTIPEICTUTh TaKylO
MH(POPMALIMIO WK €€ MaTepHaTIbHBIN
HOCUTEIIb.

— IICPCOHAJIbHBIC TAHHBLIC U Jro0as

uHpOpMaLus, OTHOCAIIAACS TPSIMO
WM KOCBEHHO K OIIPEJEIICHHOMY WIH
orpenessieMoMy (hU3nYeCKOMy JIUILY
(cyObeKTy MmepcoHaIbHBIX JAHHBIX);

— KOH(l)I/I}IeHHI/IaJ'H)HO CTh ICPCOHAJIBHBIX

JTAHHBIX ¥ 00513aTeIILHOE IS
COOITIONIEHYSI HA3HAYEHHOTO
OTBETCTBEHHOTO JIIIA, TOJyYUBIICTO
JOCTYTI K TIEPCOHATBHBIM JJAHHBIM
CyOBEKTOB MEPCOHANBHBIX JAHHBIX,
TpeOoBaHHUE HE JOMYCKaTh UX
pacnpocTpaHeHus 0e3 cornacus
CyOBbeKTa WM UHOTO 3aKOHHOTO
OCHOBaHHUS;

— omepaTop, TOCYIapCTBEHHBIH OpraH,

MYHHUITUTIALHBIA OpraH,
IOPUINYECKOe WK (PU3UYESCKOE JIUIIO,
CaMOCTOSITEIIbHO WUJIM COBMECTHO C
APYTHMU JIMLAMH OPTaHH3YIOIIUE U
(unn) ocyIecTBISIONEe 00paboTKy
NePCOHANIBHBIX JIaHHBIX, a TAKKE
OTIpeeIISAoNINe e 00paboTKU
NEPCOHAJIBHBIX JaHHBIX, COCTAaB
NEpCOHAJIBHBIX JAHHBIX, MOJICKAIUX

regardless of the form of their
presentation.

documented information and

information recorded on a tangible
medium by means of registration,
with details that make it possible to
identify such information or its
tangible medium.

personal data and any information

related directly or indirectly to a
specific or identifiable individual
(subject of personal data);

confidentiality of personal data and

the mandatory requirement for the
appointed responsible person who has
gained access to the personal data of
personal data subjects to prevent their
distribution without the consent of the
subject or other legal grounds;

operator, state body, municipal body,

legal entity or individual,
independently or jointly with other
persons arranging and (or) carrying
out the processing of personal data, as
well as determining the purposes of
processing personal data, the
composition of personal data to be
processed, actions (operations)
committed with personal data;



o0paboTke, neiicTBUs (Omepalun),
COBEpIIACMBbIE C TIEPCOHATIBHBIMU
JTAHHBIMH;

00paboTKa MepCcoOHATBHBIX JaHHBIX

WM JIF000¢€ JielicTBHE (OTIeparys) Win
COBOKYMHOCTbH JICUCTBUH (Oreparuii),
COBEPIIACMBIX C HCITOJIb30BAHUEM
CpE/ICTB aBTOMAaTH3aIlMY WK 0e3
UCTIOJIb30BaHMsI TAKUX CPEIICTB C
MIEPCOHATLHBIMH TAHHBIMH, BKJTFOUAs
cOop, 3aMuch, CUCTEMaTU3AIIUIO,
HaKOIJICHUE, XpaHEeHUE, YTOYHCHHE
(oGHOBNIEHUE, U3MEHEHHE),
W3BIICUYCHNUE, HCIIOIH30BAHUE,
nepeaady (pacrnpocTpaHeHue,
MPEIO0CTABICHHE, TOCTYII),
ONOKMpOBaHUE, yIAICHHUE,
YHUYTOKEHHUE IEPCOHATBHBIX
JaHHBIX;

aBTOMAaTHU3MPOBaHHAs 00paboTKa

NEPCOHAJIBHBIX JAaHHBIX U 06pa60TKa
NEPCOHAJIbHBIX JAHHBIX C ITOMOIIIBIO
CpCACTB BBIYHMCIIMTEILHOM TCXHUKU,

pacrpocTpaHeHUE MePCOHATBHBIX

JAHHBIX U JeHCTBUS, HAIIPABICHHbIC
Ha pacKpbITHE NEPCOHATBHBIX
JIAaHHBIX HEONPEAETICHHOMY KPYyTy
nm;

IpeaoCTaBICHUC IMTEPCOHAIIBHBIX

TaHHBIX U JEHCTBUS, HallpaBlIEHHBIE
Ha PaCKPBITHE MEPCOHATBHBIX
JTAHHBIX OMPEIEICHHOMY JIMILY WIIN
OTIpe/IETICHHOMY KpPYTY JIUIL;

OJIOKHpOBaHUE MEPCOHATBHBIX

JTAHHBIX U BPEMEHHOE MTPEKpaIeHUE
00pabOTKH MEPCOHATBHBIX JTAaHHBIX
(32 MCKITIOUEHHEM CITydaeB, €U
00paboTka HeoOXouMa IS
YTOYHEHHS TIEPCOHATBHBIX JJAHHBIX);

— processing of personal data or any

action (operation) or set of actions
(operations) performed with or
without the use of automation tools
with personal data, including
collection, recording, arrangement,
accumulation, storage, clarification
(updating, changing), retrieval, use,
transfer (distribution, provision,
access), blocking, deletion,
destruction of personal data;

— automated processing of personal data

and processing of personal data using
computer technology;

— dissemination of personal data and

actions aimed at disclosing personal
data to the general public;

— provision of personal data and actions

aimed at disclosing personal data to a
certain person or a certain group of
persons;

— blocking of personal data and

temporary suspension of personal data
processing (except when processing is

necessary to clarify personal data);



— YHHYTOXCHUC IEPCOHAJIBHBIX JAHHBIX

U IEUCTBHUS, B PE3YJIBTATE KOTOPBIX
CTaHOBMTCS HEBO3MOYKHBIM
BOCCTAHOBMTD COJIEPIKaHUE
MIEPCOHAIbHBIX TAHHBIX B
MH(OPMaAIIMOHHOH cUCcTEME
MIEPCOHAIbHBIX JAHHBIX U (WJIH) B
pe3yabTaTe KOTOPbIX YHUUTOXKAIOTCS
MaTepuaibHble HOCUTEIU
MIEPCOHAIbHBIX JaHHBIX;

— I/IH(I)OpMaI_II/IOHHaH CHUCTEMA

NEPCOHAJIBHBIX JAaHHBIX U
COBOKYITHOCTb COJICPIKAIIMXCS B
0a3ax 1aHHBIX MTEPCOHATBHBIX
JaHHBbIX U O6eCHe‘-II/IBaIOHII/IX nux
00paboTKy NH(POPMAIMOHHBIX
TEXHOJIOTHI M TEXHHUIECKNX CpCACTB;

— TpaHCTpaHU4YHaA 1epeaada

IIEPCOHAJIbHBIX JaHHBIX - IIepeJaya
NIEPCOHAIBHBIX TAHHBIX Ha
TEPPUTOPUIO0 HUHOCTPAHHOTO
rocyJapCcTBa Opraty BJIaCTH
MHOCTPaHHOTI'O roCyaapcTBa,
WHOCTPAHHOMY (PH3HUECKOMY JIHILY
WM UHOCTPAHHOMY IOPUANYECKOMY
JIULLY.

3 OBPABOTKA MNEPCOHAJIBHBIX
TTAHHBIX

3.1.IpunaIuner 06paboTKH MEPCOHATBHBIX
JTAHHBIX

3.1.1.06pab6otka I1/I1 ocymiecTBisercs Ha
3aKOHHOM U CIIPABEIJIMBOM OCHOBE.

3.1.2.06pab6otka [1JIn orpannunBaeTcs
JOCTH)KEHUEM KOHKPETHBIX, 3apaHee
OTIPEICIICHHBIX U 3aKOHHBIX IEJICH.

3.1.3.He nonyckaercs oobenuHeHne 6a3
TaHHBIX, conepxkanmx [1/[H, oOpaboTka
KOTOPBIX OCYHICCTBIIACTCA B LICIIAX,
HECOBMECTHUMBIX MEXIY COOOM.

— destruction of personal data and

actions, as a result of which it
becomes impossible to restore the
content of personal data in the
personal data information system and
(or) as a result of which personal data
tangible media are destroyed;

— personal data information system and

the totality of personal data contained
in databases and information
technologies and technical means that
ensure their processing;

— cross-border transfer of personal data

- transfer of personal data to the
territory of a foreign state to an
authority of a foreign state, a foreign
individual or a foreign legal entity.

3 PROCESSING OF PERSONAL DATA

3.1.Principles of personal data processing

3.1.1.The PD processing shall be carried out
on a legal and fair basis.

3.1.2.The PD processing shall be limited to
the achievement of specific, predetermined
and legitimate purposes.

3.1.3.1t is not allowed to combine databases
containing PD being processed for purposes
that are incompatible with each other.



3.1.4.06pabotke noexar Toasko [1/1H,
KOTOPBIC OTBEYAOT IEJIIM UX 00pabOTKH.

3.1.5.Coneprxanne u 00beM
oOpabarpiBaeMbIx [1J[H COOTBETCTBYIOT
3asIBJICHHBIM 1IEJISIM 00pabOTKH.
O6pabareiBacmbie [1/IH He ABIAIOTCS
M30BITOYHBIMH 110 OTHOIIEHHIO K
3asIBJICHHBIM LIEJISIM UX 00paOOTKH.

3.1.4.0nly PD that meet the purposes of their
processing shall be subject to processing.

3.1.5.The content and scope of the processed
PD shall correspond to the stated purposes of
processing. The PD being processed shall not
be redundant in relation to the stated purposes
of their processing.

3.1.6.IIpu 06paboTke nepcoHanbHbIX AaHHBIX 3.1.6.When processing personal data, the

00eCTeYnBaeTCsl TOUHOCTh MIEPCOHATBHBIX
JaHHBbIX, UX JOCTAaTOYHOCTb, 4 B
HeO6XOI[I/IMI)IX ClIy4dasax U aKTyaJIbHOCTB IO
OTHOILIEHUIO K LIEsIM 00paboTKH
NEPCOHANIBHBIX TaHHBIX. OpraHu3arop
MIPUHUMAET HEOOXOAUMBIE MEPbI TNO0
o0ecIieunBaeT ux IMPUHATHE 110 YAAJICHHIO
VT YTOYHEHHUIO HETIOJIHBIX TN HETOUHBIX
TAHHBIX.

3.1.7.XpaHeHne nepcoHalIbHbIX JaHHBIX
OCyIIEeCTBIAETCS B (hopMe, TO3BOJISIOIEH

accuracy of personal data, their sufficiency,
and, if necessary, relevance in relation to the
purposes of processing personal data, shall be
ensured.The Organizer shall take or cause the
necessary measures to remove or clarify
incomplete or inaccurate data.

3.1.7.Personal data shall be stored in a form
that allows determining the subject of

OTIPE/ICTTUTh CYOBEKT MEPCOHANBHBIX JaHHBIX, personal data, for no longer than required by

HE JIOJIbIIE, YeM ITOTO TPEeOYIOT eI
00pabOTKH MEPCOHANBHBIX JAHHBIX, CCITH
CPOK XpaHCHHUS MEPCOHAIBHBIX JAHHBIX HC
YCTAHOBJICH (peiepaIbHbIM 3aKOHOM WJTH
JIOTOBOPOM, CTOPOHOM KOTOPOTO,
BBITOJIONIPUOOPETATEIIEM WM MIOPYIHTEIIEM,
10 KOTOPOMY, SIBIISIETCSI CyOBEKT
ICPCOHABHBIX JIAHHBIX.

3.1.8.06pabarrsiBaeMble IEpCOHATBHbIE
JIAHHBIC YHHYTOXAIOTCS 110 JJOCTHKCHUU
1eneit 00paboTKK WM B CIIydae yTpaThl

HCOGXOI[I/IMOCTI/I B JOCTHIXKCHHUHU OTUX LICJ'IGI\/JI,

the purposes of processing personal data,
unless the period of personal data storage is
established by federal law or an agreement
under which the subject of personal data is
the party, beneficiary or guarantor.

3.1.8.Personal data being processed shall be
destroyed upon achievement of the
processing purposes or in case of loss of the
need to achieve these purposes, unless

€CJIM MHOE HE MpexycMoTpeHo deaepanbabiM otherwise provided by federal law.

3aKOHOM.

3.1.9.I11n He packpeiBatoTcst TpeTbuM unam 3.1.9.PD shall not be disclosed to third

U HE PaclpOCTPaHIIOTCS 0€3 cornacus
cyonbekra [1/1H, ecnu nHOE HE
IpeayCMOTPEHO (eepalbHBIMU 3aKOHAMHU.

3.2.1lesin 00pabOTKH MEPCOHATBHBIX
JAHHBIX

parties and shall not be distributed without
the consent of the PD subject, unless
otherwise provided by federal laws.

3.2.Purposes of personal data processing



O6pabotka [1/1H npu npoBeneHUN PD processing when holding the BRICS
meponpustus «@opym oyaymero BPUKC.  Future Forum event shall be carried out in
O06nauHbIi ropo OCyIIeCTBIseTCA B 1iensax: order to:

— obecrieueHus: COOTIONCHHS — ensure compliance with the laws and

3aKOHOJIATEIbHBIX U HOPMAaTHUBHBIX
MIPaBOBBIX akTOB Poccuiickoin
®denepanuu;

3aIUTHI )KU3HU, 300POBb UM UHBIX

YKW3HEHHO BAKHBIX UHTEPECOB
CYOBEKTOB MIEPCOHAIILHBIX JAHHBIX;

IIOATOTOBKH, 3aKJIIOYCHHUA,

HUCITIOJTHCHUAN
MPEKPaAICHUAIOTOBOPOB C
KOHTpAarcHTamMu;

IIOATrOTOBKA, ITOJIYUCHUEC U aKTUBAILUA

AKKPEIUTAIIMOHHOTO OeH KA,

MOJIY4YCHHA BU30BOI'0 COMMPOBOKACHUA

JUTSl BbE37a B CTPAHY;

o0ecredyeHus IPOIyCKHOIO U

BHYTPHOOBEKTOBOTO PEKUMOB Ha:

00beKTax MPOBEACHUSI MEPOTIPUSATHS

«Dopym Oynymero bPUKC.
O06mnauHbIif ropoy;

MEPOIPUATHUSX JCIOBOU U

KYJIETYPHOH IIPOIPAMMBI
MeponpusaTs «DPopyM OyayIiero
BPUKC. Obnaunsrit ropomy,
MpHEeMax, BBICTABKAX JICJIOBBIX
BCTpeUax;

HH(bOpMHpOBaHI/IH NOTCHIHNAJBbHBIX

YYaCTHUKOB Meponpusatust «Dopym
oyaymiero BPUKC. O6naunslii ropom»
0 CpPOKax M MECTE €ro MpOBEJCHUS;

regulations of the Russian Federation;

protect life, health or other vital

interests of personal data subjects;

prepare, conclude, fulfill and

terminate contracts with
counterparties;

prepare, receive and activate an

accreditation badge;

obtain visa support to enter the

country;

ensure access mode and internal

security policy for:

venues for the BRICS Future Forum

event;

events of the business and cultural

program of the BRICS Future Forum
event, receptions, exhibitions,
business meetings;

inform potential participants of the

BRICS Future Forum event on the
dates and venue of its holding;



— pe3epBUPOBAHUS MECT JJIsi

MOCTOSIHHBIX Y4aCTHHKOB
MeponpusTas «@opym Oyayriero
BPUKC. O6naunbiii Topom».

3.3. [lepeyeHnb cy0beKTOB MEPCOHAIBbHBIX
JTAHHBIX

B xone mpoBenenust meponpustusi «Dopym
oynymero BPUKC. O6naunbiii ropom»
OCYILIECTBIIAECTCS 00pabOTKa CIEAYIOIMUX
kateropuii cyorexros [1/[H:

coTpyaHuku OpraHusaropa;
COTPYIHUKH KOHTPAreHTOB;

MPEACTABUTENN CPEACTB MACCOBOM
uHpopmaruu (CMUN);

y4aCTHUKHU (TIOCETUTEIIH )

MeporpusaTs «PopyM OyayIIero
BPUKC. O6naunbliii Topomy.

3.4. [lepeuenb 0OpadaTbIBaeMbIX
NePCOHAJIBHBIX TaHHBIX

[Tepeuenn o6pabdarsiBaembIx [1/1H
OTIPEJICTISICTCS. B COOTBETCTBHH C YUCTOM
neneit oopadotku [1/1H, yka3aHHBIX B
HacrosmeM llomokeHnn, 1 BKIIFOYaeT B ceOs
CJIEyIOIKE JaHHBIE:

(bamMunus, UM, OTYECTBO;
T10JT;
TO/l, MECSII, 1aTa U MECTO POXKICHHUS;

CBUACTCIILCTBO O I'PAXKJAAHCTBEC (HpI/I

HEOOXOAMMOCTH);

PEKBU3UTHI JOKYMCHTA,

YAOCTOBEPSIOIIErO JIMYHOCTh (CepHs,
HOMEp, KEM M KOTJIa BbIJIaH
JIOKYMEHT);

— reserve seat for regular participants of
the BRICS Future Forum event.

3.3. List of personal data subjects

During the BRICS Future Forum event the
following categories of PD subjects shall be
processed:

employees of the Organizer;
employees of counterparties;

representatives of the media;

participants (visitors) of the BRICS

Future Forum event.

3.4.List of personal data being processed

The list of PD being processed shall be
determined in accordance with the purposes
of PD processing specified in these
Regulations, and shall include the following
data:

surname, name, patronymic;
gender;
year, month, date and place of birth;

certificate of citizenship (if

necessary);

details of the identity document

(series, number, issuing authority and
issue date);



QJICKTPOHHAA KOIMUA JOKYMCHTA,

YAOCTOBEPAIOIIETO JIMYHOCTD (Cepusl,
HOMEp, KEM U KOTJIa BblJIaH
JIOKYMEHT);

anpec (HakTUYECKOro MecTa

NPOXXUBAHUSI U PETUCTPALIUH T1O
MECTY >KUTEJIbCTBA U (MJIH) IO MECTY
npeObIBaHUS;

HOMepa TenedOoHOB (JoMaITHUN 1

MOOWJIBHBIN);
¢dororpadus;

CBEJICHUS O MecTe PabOThI/yueOsl;

aJpec AMEKTPOHHOM MOYTHI;

3.5. Cpoku 00padoTKM MEePCOHATbHBIX
JTAHHBIX

O6pabotka [1/1H ocymiecTBiseTcs 10
JOCTH)KEHUS TTOCTABIICHHBIX TeJICH
00pabOTKH MIEPCOHANBHBIX TaHHBIX, €CIIN
CPOK 00pabOTKH MEePCOHAIBHBIX JIAHHBIX HE
yCTaHOBJICH (heiepaibHbIM 3aKOHOM HITH
JI0OTOBOPOM, CTOPOHOM KOTOPOTO,
BBITOJIOTIPUOOPETATENEM WM MIOPYIUTETIEM,
10 KOTOPOMY, SIBISIETCS CyOBEKT
IICPCOHAJIbHBIX TaHHbIX.

3.6.Yci10BHs1 00pa00TKH NEPCOHAIBHBIX
JNAHHBIX

3.6.1.06pabotka I1/11 ocymecTBusiercs ¢
COOMIOIEHNEM TIPUHITUIIOB U MIPaBHJI,
npeaycMoTpeHHbIX DerepanbHbIM 3aKOHOM
ot 27.07.2006 Ne 152-®3 «O nepcoHaIbHbBIX
naHHbIX» (nanee — @3 «O nepcoHaIbHBIX
JAaHHBIX)).

3.6.2.06pabotka [1/1n ocymecTisiercs ¢
cortacus cyowekra [1/lH Ha 06paboTKy ero
IT/1n.

— electronic copy of the identity

document (series, number, issuing
authority and issue date);

— address of the actual place of

residence and registration at the place
of residence and (or) place of stay;

— phone numbers (home and mobile);

— photograph;

— information about the place of

work/study;
— e-mail;

3.5. Timeline of personal data processing

PD shall be processed until the achievement
of the set goals of personal data processing,
unless the period for processing personal data
is established by federal law or an agreement
under which the subject of personal data is
the party, beneficiary or guarantor.

3.6. Terms and conditions for personal data
processing

3.6.1.PD shall be processed in compliance
with the principles and rules provided for by
Federal Law No. 152-FZ "On Personal Data"
dated July 27, 2006 (hereinafter referred to as
the Federal Law "On Personal Data").

3.6.2.PD shall be processed with the consent
of the PD subject to the processing of his/her
PD.



3.6.3.0pranu3zaTop BIpaBe NOPYyUUTh 3.6.3.The Organizer shall have the right to
obpabotky [11n npyromy nuiy ¢ cormacus  entrust the processing of PD to another

cyonekra [1/1H, eciiu mHOE HE person with the consent of the PD subject,
MpeycCMOTPEeHO (eiepanbHbIM 3aKOHOM, Ha unless otherwise provided for by federal law,
OCHOBAHMH 3aKJIFOYAEMOT0 C ATUM JIULIOM on the basis of an agreement concluded with

noroBopa (manee — nopyueHue oneparopa). this person (hereinafter referred to as the
operator's instruction). A person processing
PD on behalf of the operator shall comply
with the principles and purposes of PD
processing provided for by these Regulations
and the Federal Law "On Personal Data". The
operator’s instruction shall determine a list of
actions (operations) with PD that will be
performed by the person processing the PD
and the purposes of processing, establish the
obligation of such a person to maintain the
PD confidentiality and ensure the PD security
during their processing, and shall also specify
the requirements for protecting the PD being
processed in accordance with Article 19 of
the Federal Law "On Personal Data".

JIumo, ocymecTsistoniee oopadorky I1/{x o
MIOPYYECHHIO oTieparopa, 00s3aHO COOIOAaTh
NPUHITUIIEL 1 11e7n 00padoTku [1/1H,
peaycMOTpeHHble HacTosmuM [lonoxxennem
1 @3 «O nepcoHaNbHBIX JJAHHBIX». B
MOPYUYEHUH OTNEPaTOpa OMpPeesIIOTCS
nepeueHb aercTBuii (onepamwmii) ¢ I1/1H,
KOTOpBIE OyIyT COBEpPIIATHCS JTUIIOM,
ocyl1ecTBiIsomuM 0opadotky I1/1H, u nemu
00paboTKH, yCTaHABIMBAETCSA 00S3aHHOCTh
TaKOTO JIMIIA COOMIONATh
koH(punenmanpHocTh [1/[H 1 oGecnednBaTh
6e3onacHocts [1/1H mpu ux obpabotke, a
Tak)Ke YKa3bIBAIOTCS TPEOOBAHUS K 3alIUTE
obpabarsiBaeMbIx [1/IH B cOOTBETCTBHHU CO
ctarbeld 19 @3 «O nepcoHanbHBIX JAHHBIXY.

3.7.Cnioco0b1 00padoTku nepcoHaabHbix  3.7.Methods of personal data processing
TAHHBIX

3.7.1.06pabotka I1/11 ocymiecTBusieTcs 3.7.1PD shall be processed through
IIyTEM aBTOMAaTU3UPOBAHHOH H automated and non-automated (mixed)
HEaBTOMATU3UPOBAHHOMN (CMEIIaHHOM ) processing of personal data.
00pabOTKH MEPCOHATBHBIX TAHHBIX.

3.7.2. Tpancrpannynas nepenada [1/{n ne 3.7.2.No cross-border transfer of PD shall be
OCYIIECTBIISICTCS. carried out.

3.8.Ilepeuens neiicTeuii, ocymecrBiasiembix 3.8.List of actions performed with personal
¢ MePCOHAJIBHBIMY JJAHHBIMHU cYObeKTOB  data of subjects

O06paboTKa NepCOHATbHBIX JAHHBIX Personal data processing shall include the
BKJIIOYAET B ce0st cOOp, 3amuCh, collection, recording, arrangement,
cHCTEeMaTu3aluIo, HAKOIJIGHNE, XpaHeHne,  accumulation, storage, clarification (updating,
yTouHeHue (0OHOBIIEHUE, U3MEHEHNUE), changing), retrieval, use, transfer (provision,
U3BJICUCHUE, HCIIOJIb30BAaHUE, TIepeaady access), blocking, deletion, destruction of PD.

(mpenocTapieHue, 10CTyI), OJOKUPOBAHHE,
yaanenue, yauuroxxenue [1/1H.



3.9.1IpaBa cy0beKkTa mepCcOHAJIbHBIX
TAHHBIX

3.9.1.CyOnexTsl I1/1H nmerot npaBo Ha
MoJjTyuyeHue HHPopMaluu, Kacaroencs

00pabOTKH €To MepCOHATBHBIX JaHHBIX, B

TOM YHCJIE COJEPKAIIEH:

3.9.Rights of personal data subject

3.9.1.PD subjects shall have the right to
receive information regarding the processing
of their personal data, including information
containing:

NoATBEpKAeHHE (hakTa 00paboTKH

NEPCOHAJIBHBIX JAHHBIX OIICPATOPOM;

IIpaBOBbIC OCHOBAHUA U LCTIU

00pabOTKHU MepCOHANBHBIX JAHHBIX;

EJI U MPUMCHACMEBIC OIICPaTOpOM

croco0b1 00pabOTKH MEPCOHATBHBIX
JAHHBIX;

HaMMCHOBAHUEC U MCCTO HaXOXJICHUA

oreparopa, CBEIeHU 0 Juiax (3a
UCKJIIOYEHHEM PaOOTHHUKOB
oreparopa), KOTOPbIE UMEIOT JOCTYII
K TIEPCOHATLHBIM JTaHHBIM FITH
KOTOPBIM MOT'YT OBITh PaCKpBITHI
MepcoHaIbHbIE TaHHbIE HA OCHOBAaHUU
JIOTOBOPA C OIEpaTopoM M Ha
OCHOBaHUU (eiepanbHOro 3aKOHa;

oOpabareiBaeMble IEPCOHAIBHbIC

JaHHBIC, OTHOCAIIIUECA K
COOTBETCTBYIOLLEMY CYOBEKTY
NEPCOHAJIBHBIX JAHHBIX, HCTOYHUK HUX
MOJTYYEHHUS, €CJIM UHOU MOPSI0K
IIPEICTABICHUs TAKUX JAHHBIX HE
IPEIyCMOTpEH (enepanbHbIM
3aKOHOM;

CpokH 00pabOTKH TEePCOHATBHBIX

JAHHBIX, B TOM YUCJIE CPOKH UX
XPaHECHUS;

MOPpAHOK OCYHICCTBIICHUA CY6’LCKTOM

MIEPCOHAJIbHBIX JAHHBIX MPaB,
npexycMoTpeHHbIx @3 «O
NIEPCOHAIBHBIX TAHHBIX);

confirmation of the fact of processing

personal data by the operator;

legal grounds and purposes for

processing personal data;

purposes and methods used by the

operator for processing personal data;

the name and location of the operator,

information about persons (excluding
employees of the operator) who have
access to personal data or to whom
personal data may be disclosed on the
basis of an agreement with the
operator or on the basis of federal
law;

personal data being processed that

relate to the relevant subject of
personal data, the source of their
receipt, unless a different procedure
for the provision of such data is
stipulated by federal law;

timeline of personal data processing,

including the period of their storage;

procedure for the exercise by the

personal data subject of the rights
provided for by the Federal Law “On
Personal Data”;



— uH(pOpPMAIHIO O MpearnoIaraeMon

TPAaHCIPAaHUYHOM Iepeladye JaHHbIX;

HanMCHOBaHUEC UJINU (l)aMI/IJ'II/IIO, nmMs,

OTYECTBO H aJIpec JINIA,
OCYIIECTBIISAIONIETO 00pabOTKyY
NepCOHANBHBIX JIaHHBIX 110
MOPYYEHHUIO OIIepaTopa, eCiu
00paboTKa nopyuyeHa uiau Oyaer
MOpy4YeHa TaKOMY JIHILY;

HWHBIC CBCACHUS, IIPEAYCMOTPCHHBIC

@3 «O nepcoHaIbHbIX TaHHBIX)» WU
IpyrumMu GheaepabHIMUA 3aKOHAMH.

3.9.2.IlpaBo cyonekra [1/]n Ha gocTym K €ero
[1TH MOXeT ObITH OTPAaHUYEHO B
COOTBETCTBUH C (eiepaTbHBIMU 3aKOHAMH, B
TOM YHCJIe eciu 1ocTyn cyobekra [1J[H k ero
[T/TH HapymaeT npaBa U 3aKOHHBIE HHTEPECHI
TPETHUX JIULL.

3.10.ITopsiiok 00padoOTKH MePCOHAIBHBIX
JMAHHBIX

3.10.1.Mcrounnku nonyuenus [1/1H:

— cyobexr [1/1H;

— 3aKOHHBIU MIPEICTABUTENH CYObEKTa
II1n.

3.10.2.0Opranusarop He UMEET IIpaBa
nosy4arb u oopabarsiBath [1/]H cyOnekTa
[I/TH 0 ero pacoBoi, HalMOHAIBHOU
MPUHAISKHOCTH, TIOJTUTUICCKHX B3IVISIIAX,
PENUTUO3HBIX I (PHIT0CODCKIX
yOexXKIeHUAX, MHTUMHOM KU3HU.

3.10.3.B ciydae ucnonb3oBaHus 15
noxyuenus [1J{n ¢popm, pacnonokeHHBIX Ha
UHTEpHET-caiiTe Meponpusatus «Dopym
oynymiero BPUKC. O6naunbiii ropomy»:

— OCYHICCTBIIACTCS BOSMOXHOCTD

OecrpensiTCTBEHHOTO 03HAKOMJICHHUS
cyowekra [1/11 ¢ [TomoxxeHunem,

— information on the supposed

cross-border data transfer;

name or surname, name, patronymic

and address of the person who
processes personal data on behalf of
the operator, if the processing is or
will be entrusted to such a person;

other information provided for by the

Federal Law "On Personal Data" or
other federal laws.

3.9.2.The right of a PD subject to access
his/her PD may be restricted in accordance
with federal laws, including if the PD
subject's access to his/her PD violates the
rights and legitimate interests of third parties.

3.10.Personal data processing procedure

3.10.1.Sources of obtaining PD:

— PD subject;

— legal representative of the PD subject.

3.10.2.The Organizer shall not have the right
to receive and process the PD of the PD
subject about his/her race, nationality,
political views, religious or philosophical
beliefs, intimate life.

3.10.3.In the case of using the forms located
on the website of the BRICS Future Forum
event to obtain PD:

— there is an opportunity for the PD

subject to familiarize himself/herself
freely with the Regulations



OTIPEICIISIOUINM MOJTUTUKY
00pabOTKU MEepCOHANBHBIX JAHHBIX
XXVI Ilerepbyprckoro

MEXTyHapPOIHOTO SKOHOMHUECKOTO

dopyma;

[1/T1 nepenarotrcst Ha 00pabOTKyY

TOJIBKO TMOCJIE TTOyYEHUS COTTIacHs
cyonbekra [1/1n Ha 006paboTKy ero
[1/In, myTem npocTaBiIeHUs
COOTBETCTBYIOLIETO 3HAaKa (TAJIOUKH) B
(dbopMe peructpanuu Ha
COOTBETCTBYIOLIEH CTPAHULIE
MHTEpHET-CaiiTa MEepONpPUATHS
«®Dopym Oynymero BPUKC.
OO6nayHbIN TOPOIY.

3.10.4. Opranuszarop noay4daet [1/{n ot
caMoro cyObeKTa Ui €ro MpeaCcTaBUTeNs,
MOCJIe TIOJYYEHUS OT TaKOTro CyObeKTa WiIn
€ro MpeCTaBUTENs, coracus Ha 00padoTKy
ero I1/IH, ec1u nHOE HE OTOBOPEHO
JEHUCTBYIOIIUM 3aKOHOJIATEIbCTBOM
Poccuiickon ®enepanuu.

3.10.5. O6padotka [11x moxeT
OCYHMECTBIATHCA UCKIIIOYUTEIIBHO B TEJIAX,
YKa3aHHBIX B II. 3.2. HACTOSAILIETO
[Tonoxenus.

3.10.6. I1[11 cyObeKTOB 00pabaThIBalOTCS U
XpaHATCS B UHPOPMAITMOHHOW CHCTEME
NIEPCOHAJBHBIX JJAHHBIX MEPOIIPUSATHUS
«®Dopym Oynymero BPUKC. O6naunsblii
ropoI».

3.10.7. Tlonb3oBarensiM HHPOPMAITMOHHON
CUCTEMBbI IIePCOHANIbHBIX JaHHBIX
meponpusatus «Popym oyaymero BPUKC.
OO6nayHbIii TOPOA» 3aIPELICHO 3aMUCHIBATH U
XpaHUTh Ha BHEIIHUX (OTUY>KIAEMBbIX )
HOCHUTENSX UH(OPMALIHIO, COAEPIKAIILYIO
NEPCOHANBHBIC TAHHBIE.

3.10.8. IIpu npHUHATUY pEIIECHUN,
3aTparuBaroLIX HHTepechl cyonekra [1/1H,
OpranuszaTop He UMEET IpaBa OCHOBBIBATHCS

determining the personal data
processing policy of the XXVI St.
Petersburg International Economic
Forum;

PD shall be transferred for processing

only after obtaining the consent of the
PD subject to the processing of
his/her PD, by putting the appropriate
sign (tick) in the registration form on
the corresponding website page of the
BRICS Future Forum event.

3.10.4. The Organizer shall receive PD from
the subject himself/herself or his/her
representative, after receiving from such
subject or his/her representative of the
consent to the processing of his/her PD,
unless otherwise provided by the applicable
laws of the Russian Federation.

3.10.5. PD may be processed solely for the
purposes specified in Clause 3.2. hereof.

3.10.6. PD of the subjects shall be processed
and stored in the personal data information
system of the BRICS Future Forum event.

3.10.7. The users of the personal data
information system of the BRICS Future
Forum event shall be prohibited to record and
store information containing personal data on
external (alienable) media.

3.10.8. When making decisions affecting the
interests of the PD subject, the Organizer
shall not have the right to rely on personal



Ha MEPCOHANBHBIX JAHHBIX, MTOJy4YEeHHBIX
UCKJIIOYUTEIBHO B PE3YyNbTaTe uX
aBTOMaTH3MPOBAHHONW 00PaOOTKH.

3.10.9. ITpu nepenaye [1/Jn Opranuzarop
00s13yeTcst COOMI0AaTh CIEAYIOIINE
TpeOOBaHMUS:

— HC 0006111an, NEpCOHAJILHBIC TaHHBIC

CyOBbeKTa MepPCOHATBHBIX JTAHHBIX
TPEThEH CTOPOHE Oe3 ero cormacus, 3a
WCKITIOYCHHUEM CJTy9aeB, KOTa 3TO
HEOOXOAMMO B LIEJIAX
MPEYTPEKIAECHAS YyIPO3bI KAZHA U
3JI0POBBIO CyOBEKTa MTEPCOHATBHBIX
JAHHBIX, a TAKXKE B CITydasX,
YCTaHOBIICHHBIX (hefepabHbIMU
3aKOHaAMU;

MIPEAYIPEAUTD JIULL, TOJTYYUBIINX

NepCOHaIbHbIE JAHHbIE CYOBEKTA
MEPCOHAIBHBIX JAHHBIX, O TOM, YTO
9TH JJAHHBIE MOTYT OBIThH
MCIIOJIb30BaHbI JIMIb B LENSX, IS
KOTOPBIX OHHM COOOIIEHBI, U TpeOOBaTh
OT 3TUX JIMI HOATBEPKIECHUS TOTO,
YTO ATO MPABHUIIO COOFONICHO.

3.10.10. B city4ae BbIsIBIEHUS
HEIIPaBOMEPHBIX JIEUCTBUM C
[IEPCOHAIBHBIMU TaHHBIMU Opranusarop
00s13aH YCTPaHUTD JOMYIICHHbIC HAPYIICHHS.
B ciryqae HEBO3MOKHOCTH yCTPAaHEHUS
JIOTYIIEHHBIX HapylieHuid, Opranusarop, B
CpPOK, He npeBbliaronuii 3 (Tpex) padounx
JTHEH ¢ JaThl BHISBICHUS HEIPABOMEPHOCTH
NeNCTBUI ¢ EpCOHAIbHBIMU TaHHBIMH,
00s13aH YHUUTO)XKUTh TAKHE NEPCOHAJIbHbIE
JTaHHBIE.

3.10.11. O6 ycTpaHeHHUH TOMYIICHHBIX
HapyIICHUH WK 00 YHHUTOXKCHUH
NEePCOHANBHBIX TaHHBIX Opranu3arop 00s3aH
YBEIOMHUTH CyOBEKT MEPCOHANBHBIX JTAHHBIX,
a B ciIy4ae, eclii OOpaIlIeHue Ui 3arpoc
OBLITH HAIPABIICHBI YIIOJTHOMOYCHHBIM
OpTaHOM TIO 3aIlIUTe TPaB CYOHEKTOB

data obtained solely as a result of their
automated processing.

3.10.9. When transferring PD, the Organizer
shall comply with the following
requirements:

— not disclose the personal data of the

personal data subject to a third party
without his/her consent, except when
it is necessary in order to prevent a
threat to the life and health of the
personal data subject, as well as in
cases established by federal laws;

warn persons who have received the

personal data of the personal data
subject that these data can only be
used for the purposes for which they
are reported, and require these persons
to confirm that this rule has been
observed.

3.10.10. In case of revealing illegal actions
with personal data, the Organizer shall
eliminate the committed violations. If it is
impossible to eliminate the committed
violations, the Organizer shall, within a
period not exceeding three (3) business days
from the date when the illegal actions with
personal data are detected, destroy such
personal data.

3.10.11. The Organizer shall notify the
subject of personal data of eliminating
violations or destruction of personal data, and
if the authorized body for the protection of
the rights of personal data subjects sent the
appeal or request, The Organizer shall notify
the specified body.



IIEPCOHANBHBIX JIAHHBIX, TAKXKE YKa3aHHbIH
OpraH.

3.10.12. IlepconanbHbIE JaHHBIE
YHHUYTOXAIOTCA B ClTydadax:

3.10.12. Personal data shall be destroyed in
the following cases:

— JIOCTIKEHHMS Lenell 00paboTKu

NEPCOHAJIBHBIX JAHHBIX;

— OT3bIBa CY6’LGKTOM IEPCOHAJIBHBIX

JTaHHBIX cormacus Ha 00paboTKy
CBOUX I€PCOHAJIBHBIX JTaHHBIX.

— achieving the purposes of personal

data processing;

— withdrawal by the personal data

subject of consent to the processing of
his/her personal data.

4 3ALIUTA ITEPCOHAJIBHBIX
JAHHBIX CYBBEKTOB

4 PROTECTION OF PERSONAL DATA
OF SUBJECTS

4.1. OcHOBHBIC MEPONIPUATHSA 110
olecrieyeHNI0 0€30I1ACHOCTH
NePCOHAJIbHBIX IaHHBIX

4.1. Key measures to ensure the security of
personal data

4.1.1. O6ecneuenue 6ezonacuoctu [Tl mpu 4.1.1. Ensuring the security of PD during

X 00paboTKe JOCTHTACTCS ITyTEM their processing shall be achieved by
WCKITIOUEHUST HECAaHKIIMOHUPOBaHHOTO, B ToM excluding unauthorized, including accidental,
4ucIie ciyqaiHoro, goctyna k [1J[H, access to PD, which may result in the
PE3YIBTATOM KOTOPOTO MOXKET CTaTh destruction, modification, blocking, copying,
YHUUYTOXKEHUE, U3MeHeHue, OnokupoBanue,  distribution of PD, as well as other
KOIIMPOBaHHUE, pacnpocrpanenue [1/1H, a unauthorized actions with PD.

Tak)Ke MHbIE HECAaHKIIMOHUPOBAaHHBIE

nevictus ¢ [1/1H.

4.1.2. Meponpusitusi 1o 00€CTICUCHUIO 4.1.2. Measures to ensure the security of PD
6e3onacHoctH [1/]H onpenenstorcs B shall be determined depending on the level of
3aBUCUMOCTH OT YPOBHSI 3aIUIIICHHOCTH protection of personal data in PDIS, taking
nepcoHanbHbIX naHHbIX B ICII/IH ¢ yaeTom into account the possible emergence of
BO3MO)KHOTO BOSHUKHOBEHHUS YTIPO3 threats to the vital interests of the individual,
’KU3HCHHO BaKHBIM MHTEpecaM JIMYHOCTH,  society and the state.

O6H.I€CTBa Hu rocygapcCTaa.

4.1.3. Peanusytorcst Mepsl, HanpaBieHHble Ha 4.1.3. Measures are being implemented

BBITTOJTHEHHE TPEOOBaHM, yCTaHOBICHHBIX  aimed at meeting the requirements

@3 «O nepcoHaNbHBIX JaHHBIX): established by the Federal Law "On Personal
Data":

— monydeHue cornacuii cyorextoB [T/ — obtaining consents from PD subjects

Ha 00pabotky ux I1/1H, 3a
UCKJTIOYCHHUEM CITy4aeB,
MPEIYCMOTPEHHBIX

for the processing of their PD, with
the exception of cases provided for by
the legislation of the Russian
Federation;



3aKOHOZaTeILCTBOM Poccunickoi
Oenepauuu;

Ha3Ha4YCHHUEC OTBETCTBCHHOT'O 3a

opranuzanuio oopadorku [1/1H;

Ha3Ha4YCHUEC OTBCTCTBCHHOT'O 3a

obecniedenue 6e3onacHoctu [1/1H;

NpUHATHE JOKAIBHBIX [1/]H;

IIPUMEHEHHE NIPABOBBIX,

OpFaHI/ISaHI/IOHHI)IX "N TCXHUYCCKHUX
IIJIa B COOTBETCTBUM C
TpeboBaHusMH K 3amute [1][H;

OCYLIECTBJIEHUE BHYTPEHHETO

KOHTPOJIS COOTBETCTBUS 00pabOTKH
111 @3 «O nepcoHanbHBIX JaHHBIX»
Y IPUHSATHIM B COOTBETCTBHH C HUM
HOPMATHBHBIM IIPABOBBIM aKTaM,
TpeboBanusM K 3amute [1][H,
nosintuke OpraHu3aropa B
oTtHomeHun obpadotku [1]IH, a Taxxke
JIOKQJIbHBIM HOPMATUBHBIM aKTaM
Opranmsatopa B 001acTi 00paboTKH
u 3amuThl 11/0H;

OCYHICCTBJICHUC OLICHKU BpCaa,

KOTOPBIN MOXKET OBITH IPUIMHEH
cyobekram [1/10 B cimyyae HapymieHus
®3 «O nmepCOHAIBHBIX TAHHBIXY,

O3HAKOMJICHUC JIUII,

HEMOCPEICTBEHHO OCYIIECTBIISIOIINX
obpabotky I1/1H, ¢

MOJIOKEHUSIMH 3aKOHO/IaTEILCTBA
Poccniickont ®@enepannu o 1111, B
TOM YHCIIe TPEOOBAHUSIMH K 3aIUTE
[TIn, tTokyMeHTamu,
OTIPEEIISIONTIMH TTOJUTHKY B
oTHoIeHuu oopadorku I1/1H,
JIOKQJIbHBIMU HOPMAaTUBHBIMH aKTaMU
0 BOTpocaMm 00paboTku
MePCOHATBHBIX TaHHBIX;

appointment of a person responsible

for arranging PD processing;

appointment of a person responsible

for ensuring the PD security;

acceptance of local PD;

application of legal, organizational

and technical PD in accordance with
the requirements for PD protection;

implementation of internal control for

compliance of PD processing with the
Federal Law "On Personal Data" and
regulations adopted in accordance
therewith, requirements for PD
protection, the Organizer's policy
regarding PD processing, as well as
local regulations of the Organizer in
the field of PD processing and
protection;

assessing the harm that may be caused

to PD subjects in the event of a
violation of the Federal Law "On
Personal Data";

familiarization of persons directly

involved in PD processing with
the provisions of the Russian
legislation on PD, including the
requirements for PD protection,
documents determining the policy
regarding PD processing, local
regulations on personal data
processing;



— y4eT MalIMHHBIX HocuTenen I1/1H;

— TpHUMEHEHHE Mep JUIs

BoccraHoBieHus [1/1H,
MOIU(HUITUPOBAHHBIX WIIH
YHUUTOXXECHHBIX BCIIEICTBUE

HCECAaHKIIMOHHUPOBAHHOTO JOCTYIIA K

HHM;

— XpaHEHUE MaTepUAIIbHBIX HOCUTEIIECH

[1/11 ¢ cobmronenneM ycaoBui,

obecnieunBarOMKX coxpaHHOCTh [1/1H

1 UCKIIIOYaroIInuXx

HecaHKHI/IOHI/IpOBaHHHﬁ JOCTYII K

HHM;

— YCTaAHOBJICHHEC 3alIp€Ta Ha nepeaavdy

[1/IH 0 OTKPBITEIM KaHAJIAM CBSI3H 3a
IpeJiesbl KOHTPOIUPYEMOil 30HbI 0e3

IIPUMEHEHHS YCTAaHOBJICHHBIX MeEp 110
obecrneuenuto 6e3zomacHocTu I1/1H.

— HOPMAaTHBHLIX aKTOB B obactu

00pabOTKU ¥ 3aIlUTHI.

4.2. Mepbl 321U THI EPCOHATbHBIX
TAHHBIX

— accounting of PD machine media;

— taking measures to restore PD

modified or destroyed due to
unauthorized access thereto;

— storage of PD tangible media in

compliance with conditions that
ensure PD safety and exclude
unauthorized access thereto;

— establishing a ban on PD transmission

via open communication channels
outside the controlled area without
applying the established measures to
ensure PD security.

— regulations in the field of processing

and protection.

4.2. Personal data protection measures

4.2.1. Pasrparanuenue nmoHomMouwmii qocryna 4.2.1. Delimitation of access rights to
K IepCOHANIBHBIM JIAaHHBIM, 0OpabaTbiBaeMbIM personal data processed in the personal data
B MH(GOPMAIMOHHOH cucTeMe nepcoHalbHbIX information system of the BRICS Future

naHHbIX Mepornpusatus «Popym Oyryiiero

BPUKC. O6naunslii ropomy.

4.2.2. Jlns 3a1MThl BXO/1a Ha
ABTOMAaTU3HPOBAHHOE pabouee MEeCTO
IPUMEHSFOTCSI JIOTUH U I1apOJIb,
WHIMBUTYJTBHBIC [T KaXKIOTO
IOJTH30BaTENIs. 3auTa OT
HECAHKIIMOHUPOBAHHOTO JTOCTYTIA
OCYIIIECTBIIIETCS C UCTIOJB30BAaHUEM
CpelICcTBa 3alIUThl HH(OPMAITIH.

Forum event.

4.2.2. To protect the entrance to the
workstation, a login and password shall be
used that are individual for each user.
Protection against unauthorized access shall
be carried out using the information security
tool.



4.2.3. J1ns 3amuThl HHOPMALIMOHHOM 4.2.3. To protect the personal data

CUCTEMBI IIEPCOHAJIBHBIX JAHHBIX information system of the BRICS Future
meponpustus «Popym Oynymero BPUKC.  Forum event, anti-malware tool shall be used
O06a4HBbIii TOPO OT BPEIOHOCHBIX for anti-virus protection.

IpOorpaMM MpUMEHSIETCS CPEICTBO

AHTUBUPYCHOM 3aILUTBHI.

4.2.4. ]1ns 3a0iMThl CETEBOU 4.2.4. To protect the Organizer's network
nHppacTpyKkTypsl Opranuszaropa mnpu infrastructure during inter-network
MEKCETEBOM B3aUMOJICHCTBUH MPUMEHSIOTCS interaction, multifunctional devices shall be
MHOTO(YHKIIMOHAJIbHbIE YCTPONCTBA, used, including a firewall, an intrusion
BKJIIOYAIOIIINE B ce0sl MEKCETEBOU IKpaH, detection tool, and a tool for building VPN
CpencTBO 0OHApYKEHUS BTOP>KEHUH, a Takke channels.

cpeacTBo nocrpoenusi VPN-kaHaos.

S OPTAHU3ALIUA PABOT 110
SAIMTE IIIH

5 ARRANGEMENT OF WORK ON
PROTECTION

5.1. Pa6otsl mo 3amute [1/n y Opranuzaropas.1. Work on PD protection at the Organizer
OpPTaHU3YIOTCS C YYETOM CIICIYIONMINX shall be arranged taking into account the
OCHOBHBIX MTPUHITUTIOB: following basic principles:

— yuer I1/1Hx; — PD recording;

— KOMIUICKCHBIH IMOAXO0] K TTOCTPOCHUIO — integrated approach to building a PD

cucteMbl 3auThl [1/1H;

— olecrneueHue 3alllUTHI HA BCEX J3Tarax

ob6pabotku [1JIH 1 BO Bcex pekumax
¢dbynkuuonuposanus UCII/IH, B Tom
YHClie IPU MTPOBEICHUH PEMOHTHBIX U
pEerIaMeHTHBIX padoT;

— o0ecrieueHre HEOOXOAUMOIO YPOBHS

3amuThl [1JIH mpy MUHHMAaTBHBIX
3arparax;

— HCHOJIb30BAHUC CPCACTB 3allIHUThLI, HC

YXYIIAIOIUX CYIIECTBEHHO
OCHOBHBIEC XapaKTEPUCTUKU

MH(POPMAITMOHHOM CUCTEMBI
MEPCOHANTBHBIX JAHHBIX;

— obecrnieueHne KOHTPOJIs

3¢ (HEKTUBHOCTHU CPEACTB 3AIIUTHI
[1/H.

protection system,;

— ensuring protection at all stages of PD

processing and in all modes
of PDIS functioning, including during
repair and maintenance work;

ensuring the required level of PD

protection at minimal cost;

use of protection means that do not

significantly impair the main
characteristics of the personal data
information system,;

ensuring control over the

effectiveness of personal data
protection means.



— TpeOOBaHMIA PYKOBOJISIINX
JOKYMEHTOB T10 00€CTICYCHUIO
0€e30I1aCHOCTH.

5.2. HenocpencTBeHHOE PYKOBOJICTBO
paboTamu 10 CO3aHUIO, IKCILTyaTalluu 1

— requirements of governing documents

on ensuring safety.

5.2. Direct management of work on the
creation, operation and improvement of the

COBEPIIICHCTBOBaHMIO cucTeMbl 3anuThl [1/H personal data protection system at the Cloud

Ha MeponpusaTuu «OONauHbIi ropos.

5.3. «®opym Oynymero BPUKC. Ob6naunsrii
ropoI» OCYUIECTBIISIET OTBETCTBEHHBIN 32
obecnieuenne 6ezonacuoctu [1/1H.

5.4. Ilpu opranuzanuy U BBINOJIHEHUH paboT
1o 3amure [111 HeoOxoaumMo
PYKOBOJICTBOBATHCA JIEHCTBYIOLIUMU
3aKOHAMH, [TOCTAHOBJICHUSIMH,
PYKOBOJSALIMMU JOKYMEHTaMU 110 3aIlHUTe
[1/1H, a Takke TpeOOBAHUSAMHU HACTOSIIIETO
[Tonoxenust. Opranu3anus BHIIOJTHEHUS
paboT Mo yCTaHOBKE, HACTPOWKE U BBOJY B
SKCIUTyaTallli0 TPOrPaMMHBIX U
IIPOTPaMMHO-aNNapaTHBIX CPEICTB 3aLUThHI
[1/11, pa3zpaboTke opraHU3alMOHHBIX MEP IO
3amute [1/IH 1 KOHTPOITIO 33 COCTOSIHUEM
cuctembl 3auThl [1J[H B nHbOpManmoHHoi
CHCTEME NIEPCOHATIbHBIX JaHHBIX
meponpusitus «®opym Oynymero BPUKC.
OO6navHbBIi TOPOY BO3JIAraeTCs Ha
OTBETCTBEHHOTO 3a 0OecreyeHue
0€30MaCHOCTH MEPCOHANBHBIX JAHHBIX.

6 KOHTPOJIb 3A COBJIIOAEHUEM

City.

5.3. BRICS Future Forum event shall be
carried out by the person responsible for
ensuring PD security.

5.4. When arranging and performing work on
PD protection, it is necessary to be guided by
applicable laws, regulations, guidelines for
PD protection, as well as the requirements of
these Regulations. Work arrangement to
install, configure and commission the
software and hardware and software tools for
PD protection, develop organizational
measures for protecting PD and monitoring
the state of the PD protection system in the
personal data information system of the
BRICS Future Forum event shall be assigned
to the person responsible for ensuring
personal data security.

6 CONTROL OVER COMPLIANCE

TPEBOBAHUI 3AKOHOJATEJIBCTBA WITH THE REQUIREMENTS OF THE

POCCUMCKOM ®EJIEPAIIVN B
OTHOIIEHUU OFPABOTKH IIJTH

KoHTpos 3a cobmonenrneM TpeOoBaHMiA

RUSSIAN LEGISLATION REGARDING
PD PROCESSING

Control over compliance with the

3akoHozarenbcTBa Poccuiickoit @enepanuu B requirements of the Russian legislation in the

obnactu IT/IH npou3BoAUTCS C LIETbIO:

— TPOBEPKHU COOTBETCTBUS 00pabOTKH

[Tz naHHBIM TpeOOBAHUSM;

field of personal data shall be carried out in
order to:

— verify compliance of PD processing

with these requirements;



— IIPOBEPKU COOTBETCTBUS — verify compliance of the measures

puMeHsieMbIX Mep 1o 3aumrte [1/1n taken to protect PD with these
JTaHHBIM TPEOOBAHUSIM; requirements;

— TIPUHATHS MEp, HAIIPaBJICHHBIX Ha — take measures aimed at identifying
BBISIBIICHUE UITPEIOTBPAIICHUE and preventing violations of these
HapyIIEHUH JaHHBIX TPEOOBAHMIA; requirements;

— BBISIBJIICHHS BO3MOXKHBIX KaHAJIOB — identify possible channels of PD
yreuku [1/1H; leakage;

— YCTpaHEHHUs MOCJIeACTBUI — eliminate the consequences of
BO3MO)KHBIX HapYyUICHUH. possible violations.

KonTtpons 3a cobmronennem TpedoBaHUM Control over compliance with the
3akoHozarenbcTBa Poccuiickoit @enepannu B requirements of the Russian legislation in the
obmnactu o6pabotku [1/]H Bo3maraercs Ha field of PD processing shall be assigned to
OTBETCTBEHHOTO 3a OpraHusanuio oopadotku the person responsible for arranging PD
I11H. processing.

7 KOHTPOJIb COCTOSIHUS 7 CONTROL OVER PD SECURITY

SAHIIUINEHHOCTHU IIH STATE

7.1. Kontpouns cocrosinus 3amuienHocta 7.1, Control over PD security state shall be
[T/1H ocy1iecTBIseTCs C LENbIo carried out in order to detect and prevent
CBOEBPEMEHHOTI'O BBISIBJICHUS U unauthorized access to PD, deliberate
IPeIOTBpAICHUs HeCAaHKIIMOHUpOBaHHOro  software and hardware impacts on PD and
noctyna k [1J[H, npeaHamepeHHbIX assess the effectiveness of their protection in

POTrPaMMHO-TEXHUYECKHUX BO3JIeHCcTBUI Ha a timely manner.
[T/11 u onieHKH 3((HEKTUBHOCTH UX 3aIUTHI.

7.2. KOHTpOJIb 3aKITIOYAETCS B POBEPKE 7.2. Control consists in checking the
BBITMIOJTHEHUS [TPABOBBIX 3aKOHOJATENbHBIX U implementation of legal legislative and
HOpPMAaTHBHBIX aKTOB MO BoMpocaM 3auuTel  regulatory acts on PD protection, as well as in
I1/1H, a Takxe B olieHKe o6ocHOBaHHOCTU M assessing the validity and effectiveness of the
3 PEKTUBHOCTH MPUHATHIX MEP 3aLTUTHI measures taken to protect PD.

IT/In.



7.3. 1o pe3ynbraTaM KOHTPOJIS 1aeTCst
o11eHKa 3((HEeKTUBHOCTHU MPUHSATHIX MEP
samuTel [1/{H. 3ammra [1/{0 cuutaercs

3 PEeKTUBHOM, €CIIM TPUHUMAEMBIE MEPBI
COOTBETCTBYIOT YCTaHOBJIEHHBIM
TpeboBaHUAM U HOpMaM. HecooTBeTcTBUE
Mep YCTaHOBJICHHBIM TPEOOBAHUSIM H
HopMaM 110 3awmuTe [1/1H sBisercs
HapylieHueM. Pe3ynbpraTel aHanm3a
MIEPUONYECKOTO KOHTPOJISA, YCTAHOBIICHHBIE
MPUYUHBI HAPYIIEHUH, peKOMEHIAIIUHU TI0 UX
YCTPAHEHUIO OTPAXKAKOTCS B aKTaX WU
CIIpaBKax, KOTOPBIEC TOKJIAAbIBAIOTCS
['enepansHoMy Jlupexkropy Opranuzaropa
JUISl IPUHSTHS COOTBETCTBYIOLIUX PELICHU.

ropox Mocksa
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7.3. Based on the results of the control, the
effectiveness of the measures taken to protect
PD shall be assessed. Personal data protection
shall be considered effective if the measures
taken comply with the established
requirements and standards. Non-compliance
of measures with the established
requirements and standards for PD protection
shall be a violation. The results of periodic
control analysis, the established causes of
violations, and recommendations for their
elimination shall be reflected in acts or
certificates that are reported to the General
Director of the Organizer for making
appropriate decisions.

Moscow
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